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A method of parametric modulation and demodulation of chaotic signals is presented. The method uses chaotic synchronization for detecting
parameter mismatches bewteen the transmitter and receiver. Practical considerations to implement a modem using the double scroll oscillator

are discussed.
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Se presenta un método para la modulacién y demodulacién paramétricas de sefiales cadticas. El método us

a la sincronizacién cadtica para

detectar las diferencias en uno de los pardmetros del transmisor y el receptor. Se discuten algunas de las consideraciones necesarias para

llevar a la préctica un modem usando el oscilador de doble enroscado,
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1. Introduction

The use of chaotic waveforms as carriers for communication
systems based on the phenomenon of synchronization in cha-
otic systems [1, 2] is offering new fundamentals for the de-
sign of practical secure communication systems. Analog and
digital modulation methods for chaotic oscillators have been
proposed and the evaluation of their performance in commu-
nication systems is in progress [3, 12].

For transmission of binary data two modulation methods
are found in the literature [3, 8]. A direct approach [3, 7] is
to generate a chaotic carrier by switching between two diffe-
rent chaotic sources, following the sequence of 0’s and 1’s in
the binary data stream. The demodulator identifies the stream
of symbols in the chaotic carrier by means of a set of syn-
chronous subsystems that are “tuned” to follow each of the
chaotic sources. A second approach, seemingly more robust
than the direct one, would use the binary data stream of in-
formation to drive the orbit of a chaotic system in a way that
is compatible with its own (symbolic) dynamics [8]. A syn-
chronous subsystem at the receiving end recreates the orbit of
the transmitting system and then the information is retrieved.

For analog information sources, the direct approach to
secure communications is to combine the information with
chaotic signals in conventional mixers or scramblers [9]. The
receiver consists of a synchronous subsystem that reprodu-
ces the masking chaotic signal that is necessary for recove-
ring the information signal. A second approach [10,12] is to
detect parameter mismatches between the transmitter and the
receiver. We adoplt this approach in the form of the parametric
modulation method proposed by Corron and Hahs in Ref. 11.

The principles of the method of parametric modula-
tion [11] are outlined in Sect. 2. Section 3 describes the
implementation of the double scroll oscillator (DSO, also

known as Chua’s circuit) [13] and the conditions that the pa-
rameters in the DSO circuit must met to operate in the cha-
otic regime are exposed. Then, in Sect. 4, the principles of
the method of parametric modulation are applied to the DSO.
In Sect. 5 the relevant time constants of the DSO are discus-
sed and the results obtained for simple modulating signals are
reported in Sect. 6.

2. The method of parametric modulation

Proposed by Corron and Hahs [11], in this approach the trans-
mitter is a chaotic oscillator with a parameter that is modula-
ted by the information signal. The receiver is a synchronous
chaotic subsystem that is followed by a nonlinear filter for
recovering the information signal. The fundamentals are de-
tailed in the following.

The transmitter

Considering an oscillator of order three, the transmitter has
the form

& = folx, 1 2) + A(t) fi(z,y, 2),
Y = g(z,y,2), M
hz,y,2).

The parameter A(t) is a prescribed function of time that re-
presents the information to be communicated. The transmitter
(1) has to satisty the following requirements.

(A) The carrier or synchronizing signal [1,2] is x(t), su-
ch that the two-dimensional subsystem on (y, z) is in-
dependent of the modulated parameter A(t). Then, the
response subsystem on (y, z) at the receiver can syn-
chronize for all “acceptable™ values of A(1).
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B) The acceptable values of A(t) satisfy the condition
|A(t)| < €. The constant ¢ is selected such that the os-
cillator (1) operates in a chaotic regime.

The receiver

The original signals y and z are reconstructed from signal x
as 1, and z, by means of chaotic synchronization [1, 2] at the
receiving end. The naive approach to recover A(t) would be
to use the estimate

'fi:_ fo(:l:'ly’f"’zf}_ (2)

)\“} - fl(mvyf‘uzi')

There are two sources of trouble when using Eq. (2) to imple-
ment the demodulator. (i) Singularities are encountered whe-
never fi(z,y,,z») = 0. (if) The carrier signal z has a wide
spectrum and further it may get the receiver contaminated
with some noise introducing large errors when the time deri-
vative I is estimated.

Alternatively to the estimate (2), Corron and Hahs [11]
propose the uncoupled pair of first order filters

lif{] = fU('l;v Yr,y 2,-) + {SL' == wﬂ)/kv (3)
'Ti’l zf,(,q:,y,.,zr)—-wl/k. (4)

Constant k& > 0 in the filters (3) and (4) is a tuning parameter
which is adjusted to reduce residues of the carrier in the out-
put of the receiver. Then, the information signal is estimated
tobe A = (z — wp) /wy, with wy and w; the outputs of the
filters (3) and (4). This signal X is further passed through the
low-pass filter
TfAf=:\—Af. (5)

The full receiver consists of a synchronous subsystem on
(-, zr) that is driven by the incoming carrier x, generated
by the transmitter (1), and followed by the filters (3)-(5). The
demodulated signal is Ay and the quantities & and 1y are tu-
ning parameters.

The double scroll oscillator (DSO) is a very handy and
cheap electronic system to make a practical evaluation of the
parametric modulation approach Lo secure communications.

3. The DSO

The electric circuit known as the double scroll oscillator is
described by the set of equations

CV = (Ve - V)G —i(W),
CaVa = (Vi = VB)G + iy, (6)
Lip = —Va.

I

FIGURE |. Schematics of the double scroll oscillator. The non li-
near element is marked with an X.
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FIGURE 2. The non linear element in the DSO. Diodes D1 and D2
are the non linear components.

A pointin phase space has coordinates (Vy, V4, 11). The sche-
matics of the circuit is shown in Fig. 1. The first two Eq. (6)
express current conservation at nodes A and B. The third one
is the induction law for the coil that we are assuming is los-
sless. The rightmost element in the schematics in Fig. 1 is a
non linear (negative) resistor with the following /-V charac-
teristic,

*Gl’v—l””(Gg—Gz) v > Vg
i(v) = ¢ —Gov, |v] < Vg (7
-Gv+ ‘/B(Go = Gl) v < =Vpg.

At the breaking points v = £Vp, i(xVy) = £GyVp. The
I-V characteristic of the non linear element (7) is implemen-
ted with a pair of diodes and an operational amplifier. The
schematics is shown in Fig. 2. Diodes D1 and D2 are off
whenever |v| < Vg ~ 0.7 V. The exact value of the break
point of diodes, V', depends on the nature of diodes (Ge
or Si). The two diodes in Fig. 2, DI and D2, are off for
[v] < Vp and the i-v relationship is i = —vRy/(RyR3).
For v > Vp, DI is on and D2 is off and the relation is
i = —vu(RoRy — RiR3)/(RoRy IN3) — Vi /Ro. The para-
melers in the i-v characteristic of the nonlinear element (7)
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FIGURE 3. Graphical solution to i(v) = —Guv. The slopes of the

line segments are as marked. The inequalities G; < G < G are
necessary to have three crossings.

are identified from these relations as follows

]

Vp = break point of diodes,

- B
GO = R1R3 ’ (8)
G = o Ry — Ry Ry
' RoR\R;

The circuit in Fig. 1 has either one or three equilibria, de-
pending on the admittance parameters. It behaves as a re-
al DSO when G; < G < Gp. In this case the oscillator
has three equilibria, one of them, N, is located at the origin
of phase space and the other two are located at the points
P = (=V;,0,V;G) and Q = (V},0,—V;G), where

Bi=03,
B0

satisfies ¢(Vy) = —GVy. This relation is shown graphically
in Fig. 3.

Vr=VB 9)

4. Modulating the DSO

The information signal is coupled to the DSO (6) by injec-
ting it in the form of a time varying current into node A. In
the schematics of Fig. 4 modulation is implemented by injec-
ting a current through resistor R,,,, driven by V;,,. The set of
equations for the modulated DSO is

VL = (Va — uV1)G —i(Vi) + A(2),
CoVa = (Vi — V)G +ig, (10)
Lip = —Vs.

where p = 1+ G /G > 1 and A(t) = G Vir(t). In the
limit of zero admittance, G,,, — 0, we recover the unmodu-
lated DSO.
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FIGURE 4. Schematics of the DSO with a tap for modulation
through node A.

The modulated DSO has three equilibria if the conditions
G1 < pG < Go and |V (t)| < VB(Go — uG) /Gy, are met,
The first condition is on the parameters of the circuit and the
second one is on the amplitude of the modulation Vin(2).

The modulation signal A(t) makes the equilibrium points
P, Q and N move along the line i; = —GV; on the plane
V2 = 0,

N{t):(

A(t) 0 —GA(t)
puG — Gy’ 7 uG -Gy /)’
A(t)
[J.G = Gl ?

A(t) A(t)

C-G,' ,uG—Gll)’(”)
where Vi = V(G — G1)/(uG — Gy) is the V; coordinate of
the unmodulated, A = 0, equilibrium point Q.

mn:(—w+ m—ﬂ—w+p£?zJ)

Q(t) = (V} + 0, -G[V; +

5. The DSO parameters

By combining the DSO parameters we can construct the fo-
llowing three time constants,

Tp == LC21
To — Cl/Gov
i =064 [ G- (12)

T'hese time constants have an interpretation in the case that
G = 0, when the DSO decouples into two subsystems. In this
limit, the last two equations of set (6) become the equations
of a harmonic oscillator with period 7, and the first equation
has solution

Rev. Mex. Fis. 45 (4) (1999) 331-335



334 JESUS URIAS

5 -
4 ]
3 °/
© ‘/’
27 i
0
|

»

1t Iy
- d
"/’
0 1 2 3
FIGURE 5. Time behavior of the voltage across a capacitor,

V1 (1)/Vg. that is connected in parallel with the non linear cle-
ment. The initial voltage is V1(0)/Ve = 0.2 and the time to get
the break point is {3 /70 = 1.609. For comparison, the exponential
0.2 exp(t/70) is plotted in points.

that grows exponentially with two time constants, 7o < 7.
The constant i in Eq. (13) is determined by the initial
conditions, restricted to  |V1(0)] < Vg, and {p =
— 19 log V. Figure 5 shows in continuous line the solution for
V1 (0) = 0.2 Vg (G = 0). For comparison, the exponential
11(0) exp(t/70) is plotted in points. For ¢ > t5 the solution
grows at a slower rate than the points.
For [V;(0)| = Vp the solution is

t Go— G
Vilt) = Vg {]\'(-xp (—) - O—-Iﬂ : (14)
7 G

When (¢ > 0, one expects that the transit time for the orbit
switching scrolling point is of the order of the time constant
70. Usually 74 is the shortest time and we take it as the ti-

me unit for the new variable ¢ = t/7p. Further define the
following dimensionless paramelers,
G (;1 70 Gm
9= = 9 ==, 9m = ——,  (I5)
Gy & T1 " Go
) oy 1('r0 )2 (16}
¢ =—", V= == | — .
s ! LGé &N T

Using these definitions the set of equations for the DSO, Eq.
(6), take the following normal form.

v = gly — px) — o(x) + At)

gelv —y) + ez (17)

-:_-
Il

£ = =y

The new dimensionless variables are # = V,/Vp, y =
Vo/Vp, 2 = i [(GoVg), and Mt) = (pu — 1)gViu(t)/Va.
The -1 characteristics of the non linear clement has the
form
—ge—(1—-—g), x=>1
@) = § —x ||

—me+{(l-9g), =«
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FIGURE 6. The carrier (1) for a modulation signal V,,.(t)/Ve =
sin(wt) of angular frequency w = 1/(25070). The signals are
evenly sampled at time intervals of 79/2. 4,000 samples are shown.
The parameter values are as follows, ¢ = 0.1, v = 0.3125,
g1 = 0.376, ¢ = 0.441, and p = 1.05. The time constants arc
71 = 2.667 and 7, = 3.1670.

The conditions to have double scrolling are ¢y < pug < 1 and
INB)] < gyt — 1)(1 = pg)/gm. A typical modulated carrier
is shown in Fig. 6.

6. Results and conclusions

Figure 7 shows the carrier x(t) modulated with a simple si-
ne function for A(t). Two estimations for A extracted from
the carrier using the filters Egs. (3)-(5) after the synchroni-
zing subsystem are shown in Fig. 7. The inputs to the filters
Eqs. (3) and (4) are prepared with fo(z,y,2) = gly — pa) —
w(x) and fi(z,y,z2,) = 1 for the DSO, Eq. (17).

The results obtained with a modulating square signal are
shown in Fig. 8. The smoothening ol the transitions in the
demodulated signal are introduced by the filters. If the tuning
parameters & and 77 are made smaller the transitions in the
demodulated signal are made sharper but the flat portions ap-
pear more contaminated with residues of the carrier. Figure 8
is a clear illustration of how the useful bandwidth of the mo-
dem is limited by the filtering of the chaotic carrier at the
receiver.

The bandwidth limitation introduced by filtering would
not be present if the parameter that is modulated is part of the
synchronizing subsystem and the information signal is then
estimated by error detection. This method has been tested for
binary valued bit streams [4] but has not been tested for ana-
log signals yet.

In conclusion, chaotic signals generated by parametric
modulation ol the DSO can be used as information carriers.
The filters to recover the information signal are much sim-
pler and stable than the approach that reconstructs the attrac-
tor [12]. A major problem in the reconstruction approach is
the introduction of large errors in evaluating the time deriva-
tive of the carrier.
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FIGURE 7. (a) The carrier z(t) as in Fig. 6. The recovered sig-
nal with tuning parameters (b) k = 50 70 and 7y = 50 74 and
(e) k = 200 7o and 75 = 100 7o.
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FIGURE 8. A modulating square signal and the demodulated signal
recovered with tuning parameters & = 50 7 and 75 = 200 7. The
sampling rate is 2/7o samples/s and 10000 samples are shown.

Given the random aspect of the carrier, chaotic modems
are being proposed to secure communications. However, the
actual capabilities of chaotic signals as information carriers
have not been evaluated. Parameters such as channel capacity
and the minimum signal to noise ratio for a reliable connec-
tion through a noisy channel are not known and all the met-
hods proposed so far to recover the information signal impose
strong restrictions on the useful bandwidth.

A practical implementation of the symbolic modulation
of the DSO proposed in Ref. 8 has been overlooked. The
symbolic method promises to make a more efficient use of
the information capacity of the DSO than the parametric mo-
dulation methods.
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