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A mcthod of pararnetric modulation and demodulntion of chaotic signals is prcsenled. The method uses chaotic synchronization for detecting
paral1leter mismatches hcwleen the tmnsmitter and rcccivef. Practical consideralÍons to implel1lent ti Illodem lIsing the doublc scroll oscillator
are disl,.'usscu.

Kt'yu.(JI"{ls: Chaolic synchronizarion: comunications

Se presenta un mélodo p;¡r.l la modulación y demodul.lCión par.1Il1étricas de señales caóticas. El mélodo usa 1<1sincronización caótica para
uctectnr las diferencias en uno de los par~ímetros del tmnsmisor y el receplor. Se discuten algunas ue las consideraciones necesarias para
llevar a la pdclicn un /1lo<!ellJ usnndo el oscilndor de dohle enroscmlo.

1>t''',("TiJ1to,.('.~: Sincroniznción caótica: COlllllllicnci(lIles

PAes: 1J5.45.+h

( I )

lo Introduction

The use 01" chaotic wilveforms as cilrriers for communication
syslel11shased on Ihe phcllolllenon 01" synchronization in chil-
olie systems 11, 2J is ofTering new fundamentals for Ihe de-
sign of practical secure communiciltion systems. Annlog ilnd
digital modulmion methods for chaolic oscilliltorS hilve heell
proposed ami lhe evaluation ol" their performance in COIllIllU-
n¡cation systems is in progress (3} 12].

Far transmission af hinnry data two modulation methods
"re fOLlndin Ihe JilemlLlre 13,8]. A direet appro"eh 13,71 is
lo gcnemte a chaotic carrier by switching betwccn two diffe-
rent chaolic sources, following the sequence of O's and I's in
the hinary data strenm. The demodulator identifics the stream
of symhols in Ihe chaotic cilrder hy meilns of a set of syn.
chronous suhsystems Ihal are "tuncd" to follow each 01" lhe
chaolic sources. A second ilpproilch, seemingly more rohllSl
(han the direcl Olle, woulJ use Ihe hinary data strcam of in-
forlllalion lOdrive the urhit of a chaotic systclll in a way thal
is cumpalihle wilh ils own (symboJie) dynamies [81. A syn-
chronous suhsystem at Ihe receiving end reereales the orhil (Jf
the transmitting syslem amllhen the inforlllation is retrievcd.

For analng infofITmlion sourccs, the dircct approach lo
sccurc cOlllmunicalions is lo comhine Ihe information wilh
chaotic signals in cun\'entional mixcrs or seramhlers I!JI. The
rcceivcr consists uf a synchronous sllbsystelll that reprodu-
ces the masking chaolic signal thilt is neccssary for recove-
ring Ihe infurmalion signa!. A second ilpproach [10, 12) is lo
delecl parmneter mismatches between Ihe transmitter ilnd Ihe
receiver. Wc adopt this ilpproilch in the I"orm of the parametric
Illodulalion I1lclhod proposed hy Corron and Hahs in RcL 11.

Thc principies 01" the method 01" parallletric Illodula-
lion ¡11] are olltlineu in Sec!. 2. Secrion 3 descrihes Ihe
illlplclllelltarion of Ihe douhle scroll oscillator (OSO, also

known as Chua's eireuit) {l3) and the eonditions Ihallhe pa-
rarncters in Ihe OSO circuil musl mel lo operale in Ihe cha-
otic regimc are exposed. Then, in Secl. 4, the principies ol"
the rnclhod 01"par<llllelric moduliltion are applied lOthe OSO.
In Sec!. 5 Ihc relevant lime conslanls of the DSO nre discus-
sed ilnu the resulls ohlained for simple Illodulating signals llre
rcporled in Sec!. 6.

2. The method of parametric modulation

Proposed hy Corron '1m' Bahs {ll]. in Ihis approaeh Ihe tmns-
Illitlcr is <lchaolic oscillalor with il pararneter that is modula-
tcd hy Ihe inl"orlllation signa!. The rcceiver is a synchronous
chaotic suhsystelll that is followed hy n nontinear filler for
recovering the informatioll signil!. The fundamcnlals are de-
wiled in Ihe I"ollowing.

The transmitter

Considering an oscillator 01" order Ihree, Ihe tr<lnsmiucr ha~
the form

.i: = j,,(.r,1I,z) + >.(t)j¡(:r,y,z),

.ti = y(.r.y.z),

0= "Cr.y.z).

The paramelcr J\(t) is a prescrihcd function 01" lime that rc-
prcsents the information to he communicaled. The transmitler
(1) has lo satisfy Ihe following requirelllcnls.

(A) The earricr or synehronizing signal [1,2J is 1.(t), su-
eh thar lhe two-dimensional subsystem on (y, z) is in.
dependen! of Ihe lIloduJaled pammeler >.(t). Then, Ihe
responsc suhsystcrn on (y, z) al the receiver can syn-
chronil.c ror all "acccplilhle" values 01' ..\(t).
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(B) The acceplahle values 01' '\(1) salisfy lhe condilion
1'\(1)1 < f. The conslanl' is selceled sueh thal the os-
c¡Hator (1) opcratcs in a chaotic rcgirnc.

Tite rrceiver

Thc original signals !J and z are rcconstructed from signal .1"

as !h ami z" hy I1lcans 01'chaolic synchronil.ation 11,2] al lhe
recciving cnd. Thc naivc approach lo recover .\(t) would he
lo use lhe estimate

T
1

FIGURE l. Schcmatics ol' the uoublc scroll oscillJlOr. Thc non li-
near c1cment is marked with;;m X.

,vo = fo(.r,y"z,) + (x - wo)/k, (3)

_';', = ft(.l',y"z,) -1VI/k. (4)

Thcre are 1wo sourccs oftrouhlc whcn using Eq. (2) lo ¡mple-
meo! lhe dClIlodulator. (i) Singularities are encountcred whc.
never JI (.17, !Ir. Z,.) = O. (ii) Thc carrier signal J' has a wide
spcctrum and furthcr it may gel lhe rcccivcr contaminatcd
with SOt1lC noisc inlroducíng largc errors when lhe lime dcri-
vativc .j' is cSlilllatcd.

Alternalively lo lhe estimale (2). Corrnn ami Hahs (111
proposc lhe uncouplcd pair 01' f1rst orllcr tiltcrs

)
.i'-foC",y"z,)

'\(1 = .f¡(.T, y,. z,.)
(2) ~

--/-.

T R3
DI 02

V (
R2

1 RO
Rl

FIGURE 2. The non lincar clernem in {he DSO. Diodes DI ano D2
are ¡he non linear cornpnncnts.

A poinl in phase spaee has coordinales (VI, V" id. The sehe-
matics 01' the cireuit is shown in Fig. l. The tirst two Eq. (6)
cxprcss currcnt conscrvalion al nades A and B. The third one
is lhe induction )aw [01' lhe coil thut \Ve are nssuming is los-
slcss. The righlmm:t clcl11cnl in the schcmatics in Fig. I is a
non linear (ncgative) resistor with lhe following I-V charae-
tcristic.

Constan! k> O in the filtcrs (3) nnd (4) is a tuning paramctcr
which is adjustcd (o reduce rcsiducs of lhe carrier in lhe oul-
pUl ol' lhe rcceivcr. Thcn, lhe information signal is cstimatcd
lo he ~ = (x - WO)/WI, wilh 100 and W¡ lhe outpulS 01' lhe
filters (3) and (4). Tllis signal ,\ is further passeó lhrough Ihe
low-pass filler

(5)

Thc full rccciver consists 01' a synchronous suhsvstcm 011

(,1/1-, Z",.) that is drivcn hy lhe incoming carricr ;T. gcneralcd
hy lhe tran,miller (1), and followed hy lhe fillers (3)-(5). Thc
dClIlodulalcd signal iS),,1 antl lhe quantitics k and TI are 1lI-

ning paramctcrs.

The douhle scroll oseillalor (DSO) is a very handy ¡¡nó
chcap clcctronil: systclll lo makc a practical cvalualioll of (he
pararnctric Illodulation approach lO sccurc communications.

. ¡-GIV-VII(GO-G¡) v>VII

,.(u) = -Go", 1"1 $ Vn

-Glv+V,,(Go-G,) v<-Va.

(7)

3. The DSO

Thc elcctric circuit known as {he douhlc scroll oscillator IS

dcscrihcd hy lhe se! of cquations

el \11= (V, - V¡)G - i(V¡),

C,t":, = (VI - V,)G + il.,

LiL = -V~.
(6)

Allhe breaking points v = oIoVII.i(oIoVII) = 'FGoVa. The
1- \1 charactcristic oí" the non linear clernent (7) is implcrncn-
leu wilh a paie of uiodes and an opcrational amplillcr. The
sehcm ••lies is shown in Fig. 2. Diodes DI and D2 are off
whenever 11'1 < Va ~ 0.7 V. The exaet value 01' the hreak
roin! 01' dioues. VD, dcpcnds 011 lhe "a(me of diodcs (Ge
or Si). Thc lwo diodes in Fig. 2, DI and 02, are off for
Ivl < Vn ¡¡lid (he i-l' relaliollship is i = -vR,f(R, R3).

For v > Fu, DI is on and D2 is off and (he refaljon is
i = -v(floJl2 - R,l!:.)/(JlQJI, JI,.) - \11/ / Jlo. The para-
lllclers jn lile i-IJ charaClcrislic 01' lhe nonli:lCar clcmcnl (7)

Rel'. Me.\". Ft\". -t5 (4) (19\)9) 3:'11-3:'15
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FIGURE 3. Graphical solUlion lo i(v) = -Gv. The slopes of lhe
line !<icgmentsare as marked. The inequalities Gl < G < Go are
nccessary lo havc three crossings.

FIGURE 4. Schcmatics of the DSO wilh a lap for modulation
through node A.

(8)

are idcntificd I"romthcsc relations as follows.

VB = hrcakpointofdiodes,

R2
GO=R

I
R
3
'

G
I
= R{JR2 - RIR3

RoR,R3

The eireuil in Fig. I has eilher one 01' Ihree equilibria, de-
pending on the admittance paramctcrs. It bchaves as a rc-
al DSO when G, < G < Go. In lhis ease Ihe oseillalor
has Ihree equilibria, one of lhem, N. is loealed al Ihe origin
01"phase spacc and the other two are locatedat the points
p = (-V/.O, V/G) and Q = (V/,O, -v/G), where

V V GO-GI
/ = B G _ G, (9)

The modulaled OSO has lhree equilibria if lhe condilions
GI < ¡,G < Go and il'm(t)J < VB(GO -p.G)/Gm are mol.
Thc first condition is on lhc pararnctcrs of the circuit and thc
seeonl! one is on Ihe amplilude of Ihe modulalion Vm(t).

The mol!ulalion signal A(t) makes lhe equilibrium poinls
P, Q and N move along lhe line iL = -GY¡ on lhe plane
V2 = O,

N(t) = ( A(t) , O, -GA(t»),
¡tG - Go ¡tG - Go

P(t) = (-V; + A(t) , O, -GI-V' + A(t) J),
¡,G - GI / ¡tG - GI

Q(t) = (V; + A(t) , O, -GW; + A(t) J), (11)
¡tG-GI p.G-G,

where V; = v/(G - G¡)/(¡tG - G,) is Ihe V, coordinaleof
lhe unmodulatcl!. A = O, cquilibrium poinl Q.

4. Modulating the DSO

salislies i(V/) = -GV/. This relalion is shown graphieally
in Fig. 3.

where ¡, = I + Gm/G > 1 and A(t) = Gm v..(t). In lhe
Iimit of zero admittancc, Cm --+ O. wc recover the unmodu-
lalel! DSO.

( 13)

( 12)

By combining the DSO parameters we can conslruct the fo-
Ilowing lhree timc constants.

TL = JLC2,

TO = CI/GO,

TI = C,/G,.
fhcsc time conslants have an interprelation in the case that
G = O, when lhe DSO deeouples inlo Iwo subsyslcms. In lhis
limil, Ihe lasl lwo cqualions of sel (6) beeome lhe equalions
of a harmonic oscillalor wilh period TL and lhe firsl equalion
has solution

5. The DSO parameters

( 10)

CI V, = (V2 - ¡N¡)G - i(V¡) + A(t),

Czi'z = (Y¡ - V2)G + iL,

LIL = -V2.

The in[armalion signal is eoupled lo lhe OSO (6) by injee-
ting it in the form of a time varying current into node A. In
the schematics of Fig. 4 modulation is implemenlCd by injec-
ting a current lhrough resistor Rm• driven by ~n. Thc set of
equalions for Ihe modulaled OSO is

Rel'. Mex. Fis. 45 (4) (1999) 331-335
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FI{;UI{E 5. Time hehavior 01' lhe voltagc across a capacilor.
\'] (t )/F8. Ih;]( is conncclcd in paralJcI wilh Ihe non linear de.
mellt. Thc illitial voltagc is \', (O)/\'u == 0.2 amlthe time lo gel
lhe nrc¡lk p(linl is f lJ/To == l.ClOn. F(lr c(lmparisoll. lhe cxponcntial

O.2l'Xp(t/TO) is rlottcd in poinls.

that grows cxponcntially with two time conSlants, TO < TI_

Tile l:onstant 1\' in Eq. (13) is dctcrmincd by lhe inilial
conditions, rcstrictcd 10 1"1 (0)1 < Fu. and t 11 ==
- r(l log f\'. Figure 5 shows in continuous line (he solution rOl'

"1 (O) = 0.2 \'H (G ::.= O). For comparison, lhe cxponclllial
\'1 (O) I'Xp(t / To) is plottcd in points. For f > I H Ihe solulion
grows al a slowcr rate than lhe points.

For W'(O) 1 > \.H Ihe solution is

1.,(1) = \'jJ [/\."xp (:,) _ G,,;, G,] . (14)

\Vhl'1l G > (J. nne CXPCCISlhal lhe lransil lime ror Ihe orhit
w,'ilching scrolling poinl is nf the order of lhe: lime conslant
To. Usually To i" lhe sllortest limc and we take it as Ihe li-
llle unil ror Ihe ne\\' variahlc ti = tiTo. Further ueflne lhe
f(llhlwillg dimensionlcss parameters,

e G} TO Cm
.t} = !JI = = - 911I = ( 15)

(;() (;() T, Go
(', e,

~(O )' ( 1(,)1"= ) = I.G5 =e! (' Tt

Using lhese delinilions llll:' sel of l'qualions for lhe DSO, Eq.
(ú), lake lhe following normal rorlll.

PHiURE (l. 'fhe carricr .1"(1) for a 1ll0du!alinll signal \'",(t)/\'u =
"ill("•.:I) 01' angular frcqucHe}';.¡.' = 1/(250TO). Thc signals arc
c\"cnly s~\Inrlcd al timc inlcr\"als of To/2 ...l.OOO sarnplcs are shoWIl.
Tlle pararncler values are as follows, e = 0.1. I = 0.3125.
!JI = O.37G. !J = O.eI.ll, ami JI = 1.0.). Tllc lime conslanls are
TI = 2.GGTo amI TI. = T 16Tn.

Tlle condilions lo have double serolling are !JI < IlfI < 1 and
1.\(1)1 < .'1(" - 1)(1 -I"I)/.'Im. A Lypical l1lodulatoJ carrior
is shov.'n in Fig. 6.

(,. Results amll'onc1usions

Figure 7 sllo\l,.'S lhe carrier :r(t) lIlodllialcd wilh a simple si-
ne fllllctioll rm ).(1). T\Vo eSlimations for ). cxtraetetl fmm
the carrier using lhe liltcrs Eqs. (3)-(5) after lhe synchroni-
ling slIhsyslem are shown in Fig. 7. The inplIls to lhe lillers
Eqs. (3) ami (4) are plcpalcJ "ith f,,(.r,.'I, z) = .'I(y -ll.r)-
','(.1") and f,(.I . .'I. o.) = 1 for Ihe DSO, Eq. (17).

The rcsults ohtainl:u wilh a modulating sqllare signal are
shown in Fig. 8. The sllloolhening 01' the IransitiollS in Ihe
dl:II1Ol.llllaled signal are inlroduccd by the lilters.lfthe tllnir.g
paralllclers 1,' anu T¡ arc made sl11allcr lhe.: Iransitions in lhe
delllodulaled signal are Illade sharpcr huI lhe nal rnrliOllS ar-
pear more conl:llllinalL'd willl residul:s 01' Ihe carric!". Figure 8
is a clcar illuslration nI' !lo\\" Ihe lIseflll handwidth of lhe 1110-
dClII is lillliled hy lile ljltering of the chaollc carrier al Ihe
rl'ccivcr.

The Ilew dimcnsionlcss variables are.1' = \ '11\ OH, .'J =
I:';F/I. 0= i,)(G"F/ll. ""d .\(1) = (/, - l)yF",(I)/I'/I.
The 1-\0 l"l1araClerislics or Ihe non linear ekmcnl has lhe
form

.1"' = .'I(!I - 11.1") - "'(.1") + .\(1)

y' = .11('(.1" - y) + r:::

.1" 2 1

1.1"1 ::; 1
.1"::; -1

( 17)

(1 X)

The bandwidth limilalion introducctl hy liltering woultl
not he presenl if the parallleter that is mouulatcu is pan 01' Ihe
synchroniling sllhsyslelll alllI lhe informal ion signal is Ihen
cslilllatcd hy error delcclioll. This Illclhod has heen lcstcd for
binar)' \'allled hit slrcallls I-tl hUI has nol heL'n lcstcd ror ana-
log signals ycL

In cOIlc!usiol1, chaolic signa!.s generatcd by paral1l\::lric
lIlodulatioll nI" (he DS() can he used as infor!nillion carricrs.
Tlle filtcrs 10 recover lhe inf(lrmalion signal are Illllch sim-
piel' alld slahle Ihan lhe approal'h lhat rccollstrucls Ihe altrac-
1m [121.1\ ll1ajor prohlclTl in lhe rel'OIlSlrtll'lioll approach is
thl' inlroduclioll 01' largc crrors in evalualing Ihe time deriva-
livl' nf thL' l';t1Tier.
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FIGURE 8. A modulating sqll<lre signal and the dcmodulatcd signal
rccovcrcd with !uning pararnercrs k = 50 TO and TI = 200 To. The
samplillg rale is 2/TO samplcs/s and 10000 samplcs are shoWIl.

Givcn Ihe r:\Ildolll aspcct 01' lhe carricr, eh30tic l110dems

are hcillg proposcJ lo Sl'curc cotllllluniCalions. Howcvcr, lhe
acrual capahilitics of chaotic signals as inforrnation carricrs
have nol hccn cvalualcd. Paramclcrs such as channcl capacity
<.lndlhe minillllllll signal 10 noise ralio for ti reliable connec-
lion lhrough a noisy chanllcl are nol known and all Ihe met-
hods proposcd so far lo recover Ihe informatioll signa! impose
strong rcstriclions on Ihc lIseful handwidth.

A praclical implclIlcntation of the symholic modulation
01' Ihe DSO proposed in ReL 8 has been overiooked, The
symholic I11clhodprolllises to make a more efficienl use of
lhe infonllatioll capacity 01' lhe DSO than the paramctric mo-
dulalion Illclhods.

-tooo

4(XX)

'v

I 1

, ,11

'1
1'1, I I

""

4IXX)

1

11111'

1':
1
1' I
1I I i'

'1

O

0.01

20

10

O

-10
,111

-20

O

0.02

0.01

O ~ 1:

-0.01

.0.02

O

-0.01

FIGURE 7. (a) Thc ('arricr r(t) <lS in roigo 6. The rc,".-ovcrcd sigo
nal \\.'ith luning paramclcrs (b) J.: = 50 TO amI TI = 50 TO ami
le) k = 200 TO and TI = 100 TO.

Thc arlwork 01" lhe SChCmi:llicsis hy Eric Campos Cantón.
This work was supporled in par! by CONACYT (28424 E)
ami by FAI-UASLP.

1. L.i\1. recura anJ T.L. Carroll, Phys. Rl'I'. l-í'/Ien (j-t (1990) R2 [.

2. L.~\.'l.Pl'cora er al., CHAO,"; 7 ( 1997) 520.

:3. U. Parlilz ct al" hal. 1. l/~fllr('. Ch(ws 2 (1992) 913.

'1. K.M. Cuomo ami kV. Oppcnheim, Phys. Rel'. U'((l'f"S 71
(1993) 65.

:;. K.t\1. Cuomo. A.V. Oppcnhcim. and S.II. Slrogall..IH/:E 1'H/II.\.

Circuir'\" Sys. II-tU (1993) 626.
G 11.lkdil"u. t\1.P. Kcnncdy. and :'\1.Has~,dcr.IHEETnll1s. Ci,ntil.\'

Sy.H. 1/40 (1993) 63-1-.

7. P.Cclb./HEE Trem'\". Circuits Syst. /42 (1995) 455.

8. S. lIayc .•.•.C. Grehogi, ami E. Ott, Phys. Rc!'. !-í'/Icrs 70 (1993)
3031.

9. R. Ile amI P.G. Vaidya. Jlh)' .••.R('I'. F: 57 (199g) 1532.

10. TL. Carro11 anJ L.t\1. Pccora, Php'ica D 67 (1993) 126.

11. N.J. Corron and D.\V.llahs, IEI:'}:' Tram. Circuits (lncl Systems
44 (1997) 373.

12. 1\1. Itoh. C.W. Wu, anJ L.O. CllUa, Intl. 1. Bifurc. Chaos 7
(1997) 275,

13. Several anides aholJllhc DSO oscillator appcar in Proc. IEEE
75. No. X (llJX7).

R('I'. ¡\1ex. Fú. 45 (4) (]t)lJ9) J31-:DS


