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A computational technique for image encryption and decryption is presented. The technique is based on light reflection, intensity supery
tion and computational algorithms. The image to be encrypted is a reflectance map obtained by means of the light reflected by a scen
perform the encryption procedure, the image is encoded in a computer-generated fringe pattern. The model of the fringe pattern is a c
function, which adds to its argument the image to be encrypted as a phase. It generates a fringe pattern deformed according to the imag
complete the encryption, a random mask is superimposed on the fringe pattern. The decryption procedure is performed by subtractin
random mask from the encrypted image and applying a phase recovery method. To retrieve the phase from the fringe pattern, the hetert
demodulation method is used. To describe the accuracy of results of the decrypted images and the robustness of the encryption, a root
square of error is calculated. All steps of the encryption and decryption are performed in computational form. The results of encryption
decryption are thus improved. It represents a contribution to the field of encryption and decryption. This technique is tested with simule
images and real images, and its results are presented.
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Se presenta un&enica computacional para encriptatiy desencriptadn de inagenes. Esta&tnica esta basada en la reftexde la luz,
superposi@n de intensidad y algoritmos computacionales. La imagen a ser encriptada es un mapa de reflectancia obtenida por medio
luz reflejada por una escena. Para efectuar el procedimiento de enériptadmagen es codificada en un gatide franjas generado por
computadora. El modelo del patr de franjas es una furzi coseno, la cual agrega en su argumento la imagen a ser encriptada como una fas
Esto genera un pdin de franjas deformado de acuerdo a la imagen. Para completar la engripsacsobrepone unaascara aleatoria sobre

el paton de franjas. El procedimiento de desencrifita@s efectuado substrayendo lasvara aleatoria de la imagen encriptada y aplicando
un método de recuperamn de fase. Para extraer la fase del patle franjas, se usa elatodo de demodula@n heterodino. Para describir

la precisbn de los resultados de agenes desencriptadas y la rolsstle la encriptadh, se calcula la fa del error cuaditico medio.
Todos los pasos de la encriptaciy desencriptadn se efecian en forma computacional. De esta manera, los resultados de enoriptaci
desencriptaéin son mejorados. Esto representa una contiélouen el campo de la encriptaciy desencriptadin. Esta&cnica es probada

con imagenes simuladas y con@genes reales, y sus resultados son presentados.

Descriptores: Mapa de reflectancia; encriptaaiy desencriptadin; paton de franjas; ratodo de recuperam de fase.

PACS: 42.30.R; 07.05.P; 42.30.W; 02.70

1. Introduction cryption and decryption can be produced using light features.
It represents a valuable tool for improving the robustness of

With the fast progression of data exchange electronically, inthe €ncryption, the quality of the retrieved image, and the pro-
formation security is becoming more important in data stor-C€8sing time. The architecture of the technique proposed in
age and transmission. Images are widely used in several pr§2iS paper is completely computational. The optic approach
cesses. Therefore, the protection of image data from unadf this technique is light reflection, phase encoding and inten-
thorized access is important. Image encryption plays a sig8!ty super_posmon. The image to.be encrypted is a reflectance
nificant role in the field of information hiding. Optics pro- Map obtained by means of the light reflected by a scene. In-
vides flexibility in encodeing information by using features t€nSity superposition is used to obtain the intensity pattern
of the light. Security systems have been developed by mearf¥ the image encryption. The encryption procedure of this
of optical processing. Among them are random phase encodechnique is based on a phase encoding. The phase is repre:
ing [1-4], digital holography [5-8], Fractional Fourier trans- Sented by the reflectance map of the image to be encrypted.
form [9-12], virtual (digital) optics [13-14], optical exclusive- USing a computational procedure, the image encryption is
OR [15-16], watermarking [17-19], and polarization [20-21]. perform_ed based_on the procedure of an optical set-up. The
These methods use a complete optical set-up which includ@nCryption is carried out by means of a computer-generated
lenses, source light, splitters, mirrors, spatial filters, gratings{finge pattern. The model of this fringe pattern is a cosine
etc. The main parameters of an encryption system are robugtinction, which adds tp its argument the reflectance map of
ness of the encryption, the quality of the decrypted image'Ehe image as a phase. The result of this prpcedqre is a fringe
and the processing time. With the advances in computer peRattern deformed according to the image intensity. To com-
formance and electronic devices for image acquisition, enPl€té the encryption a random mask is superimposed on the
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fringe deformations. The decryption procedure for retrievingresents the phase for the encryption. By means the frame
the original image is performed subtracting the key randongrabber, the reflectance map is converted to a digital image,
mask from the encrypted image and detecting the phase fromhose values are in grey-levels. The computer performs the
the fringe pattern. The phase recovery method applied in thialgorithms for encryption and decryption based on light fea-
technique is the heterodyne demodulation metheDNl), tures. To elucidate the contribution of this technique, the re-
which is also called the direct interferometry method [22].sults obtained are evaluated based on the root mean square
The set-up for encryption and decryption includes a CCD(rms) of error and signal-to-noise ratio (SNR). This analysis
camera, frame grabber and computer. The camera capturggludes the robustness of the encryption and the quality of
the intensity reflected by a scene. The intensity recorded ithe retrieved image. Finally, the processing time for carrying
matrix form by the camera is the reflectance map, which repeut encryption and decryption is presented.

Grating Projector

Scene Q

Random mask projector

CCD

Frame grab ber

FIGURE 1. Set-up of the light projection technique.

FIGURE 2. (a) Scene to be encrypted; (b) Image of the grating projected on the scene; and (c) Encryption of the scene in superimposing the
random mask on the projected grating.
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2. Basic theory superimposed on the intensity pattern. The intensity profile
i ] ) projected by a random mask is definedRasd(z,y). The

Visual cryptography is a powerful method for sharing andsperimposing of two intensity patterns can be determined by

encrypting information, especially images [23-24]. The sim-he aqdition of these two intensity patterns [28]. Therefore,

plest version of visual cryptography assumes that the originghe intensity observed of these two patterns projected onto
image is handled like other pixel collections, which gener-he scene is determined by

ate a secret image. The image to be encrypted is represented
by grey-level pixels in matrix form. The intensity values of Ix(z,y) = Rand(z,y) + gd(z,y), )
the pixels in a digital image are the result of recording the

light reflected by a scene [25]. The amount of light radiatethereIE(x’y) is the result of the encryptioRand(z, y)

from a scene is called radiance [26]. A standardized repres random mask, angd(z, ) is the deformed fringe pattern
sentation of the light radiated from a scene is a reflectancsiven by Eq. (3). The observed intensity of the patterns given
map [27]. This reflectance map is converted to grey-levels b¥)y Eq. (2), Eq. (3) and Eq. (4) are represented in the contin-
means of a frame grabber. In this procedure, an electrical sig;q s space. It is indicated by the coordinatesy), which
nal proportional to the light intensity is produced. In Optics ygpresent the intensity position in continuous space. To show
and computer vision, a grey-level image and the reflectancg, steps of the encryption given by Eq. (3) and Eq. (4), two
map are equivalent. Therefore, the reflectance map can hig\ages are captured. The images captured from these inten-
represented in matrix form as an image by sity patterns are represented by a pixel matrix in grey level.
oli,j) =1 1) Fig. 2b shows the fringe pattern that was captured from the
grating projected onto the scene. This image corresponds to
whereg(i, j) is the image represented by a matrix of pixéls, 3 fringe pattern deformed according to the scene of Fig. 2a.
is the pixel intensity represented by the grey-level, @nd)  The intensity pattern captured from the random mask super-
are the coordinates of the pixel position. The coordinatgs imposed onto the fringe pattern is shown in Fig. 2c. This
are only integers. In this manner, a grey-level image to be enmage corresponds to the encryption of the scene in Fig. 2a.
crypted is defined. To perform the image encryption, featureshis encryption performed by means of the light projection
of the light projection are applied in computational form. In technique can be reproduced in computational form. This
the encryption, firstly, the image is encoded by means of §rocedure can be obtained by creating a random mask and a
fringe pattern. Secondly, to complete the encryption, a rangrating by means of computer algorithms. Also, the operation
dom mask is superimposed on the fringe pattern. The basigf superimposing two intensity patterns can be performed by
concept of using these two steps for the encryption is basegheans of a computational procedure. The encryption proce-

on the procedure of an optical set-up. Therefore, the encrypyure using computational algorithms is described in Sec. 3.
tion is performed using a computational procedure similar to

the procedure of an optical set-up. The optical arrangementin
which the encryption is based corresponds to light projectiong Image encryption and decryption
Fig. 1 shows the set-up of the light projection technique. This
set-up consists of a random mask projector, a grating projeGmage encryption assumes that the original image ;) is
tor, a CCD camera, and a computer. Fig. 2a shows a sceffandled like any other pixel collection to create a secret im-
to be encrypted by means of light projection technique. Taage. In this technique, the visual secret is obtained using a
do this, the grating is projected onto the scene. The intensitgomputational procedure based on the encryption performed
profile projected by the grating is a cosine function which ispy the light projection technique. In the same manner, the
described by encryption in computational form is performed by means of
@ @ fringe pattern and a random mask. The original image is
encoded in the fringe pattern. Then, the random mask is su-
wherea andb are the background intensity and contrast ofperimposed over the fringe pattern to complete the encryp-
the light projected by the grating, arfd is the fundamental tion. The same scene encrypted by the light projection set-up
frequency [28]. When a grating is projected onto a sceneis used to make the encryption by computer algorithms. To
the fringes suffer deformations in the image plane. This iscarry it out, this scene is captured by the CCD camera. The
due to the scene topography when the viewer is looking fronintensity captured by the CCD camera corresponds to the re-
a different direction from the grating projection. The fringe flectance map of the scene [27]. Using a frame grabber this
deformation is represented as a phage, y). The intensity reflectance map of the scene is converted to a digital image
profile of the fringes deformed is described by the following ¢(i, 5). This scene corresponds to the image shown in Fig. 2a.
equation: In this case, the intensity of the imagéi, j) is represented
. ) as a phase. To perform the encryption, the image is encoded
gd(@,y) = a+beos2r for + ¢(z, )] 3 in a fringe pattern. To do this, a fringe pattern is generated
From this intensity pattern, fringe deformations are ob-in computational form as a cosine function. In this fringe
served. To hide the fringe deformations, a random mask ipattern, the intensity of the imag#, j) is added into the

g(z,y) = a+ beos[27 fox],
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FIGURE 3. (a) Deformed fringe pattern according to the scene in Fig. 2a; (b) Image encryption of the image of Fig. 2a by means of Eq. (6);
(c) Typical heterodyne demodulation scheme; (d) Fringe pattern with phase values greater, (eav\2apped phase calculated by Eq. (12)

from the fringe pattern Fig. 3d; (f) Phase retrieved from fringe pattern of Fig. 3a by using Eq. (12); (g) Histogram of the decrypted image
and the histogram of the original image; and (h) Spatial frequ¢pdeduced by separating the carrier frequency.

argument of the cosine function as a phase. This relation ifinge pattern. The random mask in computational form is

represented by the following equation: defined byrand(:, j). As in light projection technique, the
o _ o superimposing is determined by the addition of two intensity
Fp(i,j) = a+ beos2m foi + ¢(i, )], () patterns. Therefore, the final version of image encryption is

Eq. (5) represents a fringe pattern deformed according to th%etermlned by

image¢(i,j). By substituting the image(i,j) of Fig. 2a Img(i,§) = rand(i, j) + Fp(i, j), (6)
into Eq.(5), a deformed fringe pattern is generated. The im-

age of this fringe pattern is shown in Fig. 3a. To hide thewherelmg (i, j) is the final result of the encrypted image.
fringe deformations, a random mask is superimposed on th€he image encryption of Fig. 2a by means of Eq.(6) is shown
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in Fig. 3b. With this step, the encryption procedure has beenange. As the image represented by a phase has no nega-
completed. The results obtained in computational form ar¢ive values, the interval should be<0¢(i,j) < w. To ob-
similar to the results obtained by the optical set-up, as showtain phase values in this range, the grey-level values of the
in Figs. 3a and 3b. Now, the fringe pattern and random maskriginal image are normalized into the range between 0 and
are the code for retrieving the original image. This is becaus@.95r. Then the 256 grey-level values are less than ©.95
the phase of the fringe pattern contains the information offherefore, the phase encoded into the fringe pafeei(d,;)
the original image. To perform the decryption procedure, thecontain only values ranging from 0 to 085Applying this
random mask is subtracted from the encrypted image. It isriterion, the fringe pattern created by Eq. (5) does not con-
computed using the following relation: tains phase values greater thanlIn this manner, the phase
o o o obtained by Eq. (12) does not contain discontinuities greater
Fd(i, j) = Imp(i, j) — rand(i, j). (") than 2r, and the unwrapping step is unnecessary. Figure 3f
The result of applying Eq.(7) is a fringe pattern corre-Shf)WS the phase r_etrie\_/ed from fringe pattc_er_n of _Fig. 3a by
sponding to Fig. 3a. To retrieve the original image fromUSing EQ. (12). With this procedure, the original image has
the deformed fringe pattern, a phase detection method is aP€€n retrieved as the phagg,j). The result of decryption
plied. To carry it out, the phase is extracted from the fringeS @ version of the original image that is slightly smooth. In
pattern by means of theDM [29]. A typical heterodyne this manner, the original image can be recovered by detecting

demodulation scheme is shown in Fig. 3c. The heterodyn#€ Phase from the fringe pattern. To see the variation in the
method involves multiplying an unknown function by a sinu- 9rey-1evel of the decrypted image with respect to the origi-
soidal reference and integrating to filter out the low frequency@ image, its histograms are calculated. Figure 3g shows the
of the product. This algorithm is performed by the multipli- Nistogram of the decrypted image and the histogram of the
cation of the deformed fringe pattern by sine and cosine ofriginal image. In this figure, the histogram of the decrypted
the reference carried signal to obtain two image fields. Thesénage is indicated by the solid line and the histogram of the

two images can be described by the following equations: ~ ©riginal image is indicated by the dashed line. In Sec. 4,
the difference between these two histograms is discussed. To

S1(4,7) = Fd(i, 7) sin(27 fo1), (8) determine spatial frequengfy, used by Eg. (8) and Eq. (9),
. o . Fourier transform is applied. For fringes generated parallel to

52(i, ) = Fd(i, j) cos(2m foi). ©) y-axis, the carrier signal involves onlyycomponent. In this
Then, a smoothing process over these two fields is peicase, the Fourier transform is described by

formed to remove the interfering signal at twice the carrier

frequency obtained as a consequence of the sine and cosine. B B Vi :
This step is obtained by the following relations: FTlg(x)] = G(f) = / exp(—j2n fr)g(z)dz,  (13)

My (i, g) = h(i, j) * [Fd(i, j) sin(27 foz)], ~ (10)
My (i, j) = h(i, j) * [Fd(i, j) cos(2m for)],  (11)

G(f) =AU +C(f = fo) +Cx(f + fo).  (14)

. i o The functions in Eq. (14) denote Fourier transforms of
where the asterisk denotes convolution ard j) is @ low-  yhe corresponding quantities in the spatial domain, Anis
pass filter, which can be a single average window. By meang,o spatial frequency in thedirection. The result of this pro-

of the arctan function, the phase is obtained by the expressiofhq,re is the frequency spectra shown in Fig. 2h. The spatial

Mo (i, 7) frequencyf, is deduced by separating the carrier frequency
M1(i,j)] : (12)  asshownin Fig. 2h.

The phase calculated by Eq. (12) is determined in the in-
terval betweenz andx. This is due to the arctan function, 4. Experimental results and discussions
which gives values in the interval betweenandr. There-
fore, when the fringe pattern contains phase values greatdihe set-up used in this technique is completely computa-
than 2r, the phase map calculated by Eq. (12) is wrappedtional. Based on a procedure similar to an optical set-up,
This means that the phase calculated contains discontinuitigkis set-up performs image encryption by means of computer
of 2r. Therefore, for removing these discontinuities, an un-algorithms. As the set-up is completely computational, the
wrapping step is necessary to construct a continuous phaseptical components are avoided. Fig. 4 shows the compu-
Figure 3d shows a fringe pattern which contains phase valudstional set-up. In this set-up, the image to be encrypted is
greater than 2. Figure 3e shows the wrapped phase calcu-captured by the CCD camera and digitized by a frame grab-
lated by Eq. (12), which contains discontinuities af.2ZTo  ber with a resolution of 256 256 pixels and 255 grey-levels.
avoid the unwrapping step, the fringe pattern should config. 5a, shows the image of the face of an actress to be en-
tain phase values in the range < ¢(i,j) < w. To ob-  crypted. To do this, the pixels of the image are normalized
tain a fringe pattern with phase value in this range, the greyinto intervals between 0 and 085 Then this image5(i,;)
levels of the original image(i,j) should be converted to this is used as a phase to generate a deformed fringe pattern by

@(i,7) = arctan [
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means of Eq. (5). By substituting these normalized values of pc
the image of Fig. 5a into Eqg. (5), a deformed fringe pattern
is obtained. The grey-level of the background intensity of
the fringe pattern is defined as=60 and the contragt=60. |
In this manner, the variation of the grey-level of the fringe

pattern is divided into intervals from 0 to 120. The fringe ljl Frame grabber
pattern deformed according to the original image is shown in

Fig. 5b. The frin_ge deformations are hidden by megqs of &\GURE 4. Comput set-up.
random mask using Eqg. (6). The random meeshd(i, 7) is

a computer-generated grey-level image. This image contain
pixels whose grey-level values are divided into intervals from
0 to 135, randomly. The final result of the encrypted image
Img (4, ) is shown in Fig. 5c. In this manner, the encryption
procedure has been completed. Now, to retrieve the origi-
nal image, the random mas&nd(é, ) and the fringe pattern
Fd(i,j) are the key code. To perform the decryption proce-
dure by means of Eq.(7), the random mask is subtracted fro
the encrypted image, Fig. 5(c). The result of this step is the
same fringe pattern shown in Fig.5(b). The intensity distribu-
tion of this fringe pattern contains the original image encoded
as a phase. To extract the phase information from the im- &
ageFd(i,j), theHDM is applied. To do this, the spatial fre-
qguencyf, is determined by applying the Fourier transform in
Egs. (13) and (14) to the fringe pattern. The spatial frequency
fo is deduced by the separation of the carrier frequency. To?
avoid this process, the value of the frequefidg included in

the file of the encrypted image. This frequelficys substi-
tuted into Eq. (8) and Eq. (9). Then/; (i, j) and Ms(i, j)

are computed to obtain the phase by means of Eq. (12). The
result of this step is a continuous phase division into inter Eagoidas
vals from 0 to 0.95, as shown in Fig. 5d. As this image ©)
does not contain discontinuities of Znwrapping procedure FIGURES. (a) Image of an actress; (b) Fringe pattern deformed ac-
is not necessary. This result is a version of the original im-cording to the image of Fig. 5a; (c) Image of the actress encrypted

age, as shown in Fig. 5a. The variation of the grey—levelby the fringe pattern and random mask; (d) Decrypted image of the

values of the decrypted image with respect to the original im-2¢tress using Eq. (12); and (e) Histograms of the decrypted image
. . . Fig. 5d and the original image Fig. 5a.
age is shown by means of histograms. Figure 5e shows the

histograms of the decrypted and the original images. In thi%nwrapping step. Also, when the reflectance map of the im-

figure, the histogram of the decryption is indicated by theagegb(i,j) contains values greater thandadians, the fringe

solid line and the histogram of the original image is indicatedpa,[tern is destroyed. Figure 6¢ shows a fringe pattern with an
by the dashed line. In this manner, image decryption has be‘?ﬂmageqb(z’,j) whose values normalized to #4adians. When
completed. the frequencyf, and the original image are above the val-
The parameters to achieve a good result in the encryptiofles mentioned, the phase recovery method cannot be applied
and decryption are frequengy, and the reflectance map of for the decryption process. This is because the encrypted im-
the image. The choice of frequengy has a great influence age is not a fringe pattern. In this case, the decryption pro-
in the behaviour of the fringe pattern. For the encryption,cess cannot recover the original image. To find the accuracy
the frequency value should be a period greater than 3 pixof results of the images decrypted and robustness of the en-
els. When the frequengy contains a period of less than 2 cryption, a root mean squanex(s) of error is calculated [30].
pixels, the fringe pattern is not determined on the screen angihese criteria provide the error between input image and out-

encryption is not achieved. The result of applying frequencypyt image. Themsvalue can be described by the following
of a period of 1.0 pixel into Eqg. (5) is shown in Fig. 6a. In re|ation:

this image, a version of the original image can be observed.
By means of Eq. (6), the random mask is superimposed on 1 L& . 1o

the image of Fig. 6a and the result is shown in Fig. 6b. This TMES =\ N2 Z ZMZJ) — @R, (19)
result also shows a version of the original image. With re- =14=1

spect to the reflectance map of the imadg;), it should be  where ¢(7,5) is the pixel intensity of the original image,
normalized to values of less than radians to avoid the f(i,5) is the pixel intensity of the decrypted image. The row

Camera CCD

d)
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and column numbers of these two images are definetby whereh (i) are data of the histogram of the decrypted im-
To determine the quality of the decrypted image, the differ-age,hy(:) are the data of the histogram of the original im-
ence between the original image and the decrypted image ege, and» is the number of grey-levels. Based on the his-
computed. To determine the difference between the originalograms of Fig. 5e, the error between these two histograms
and decrypted images, thassignal-to-noise ratiocgNR,-,, s is anrmg, =10.936. The results for the retrieved image of
is calculated [31]. TheSNR,.,,, is given by Fig. 3f according to the original image Fig. 2a are a value
rms = 4.35, 6NR,..,,s, = 34.762, and¥NR, = 7.571 grey-

NN, level. The changes in the grey-level, based on the histograms
;;9 ¥) of Fig. 3g, have a value afms, =10.124. Another image
(SNR)rms = | v ; (16)  used for encryption and decryption is a dummy face, which
S50 196G, 9) — £, 9)]? is shown in Fig. 8a. The results of image encryption and
i=1j=1 decryption are shown in Figs. 8b and 8c, respectively. The

where the variable term in the denominator is the noise exguality of the retrieved image Fig. 8¢ according to the orig-

pressed in terms of the original and the decrypted image nal image Fig. 8a has a value fams = 4.2, SNRm, =

An alternative definition of signal-to-noise ratio is the square 7.46 and $NR, = 6.982 grey-level. The variation in the

root of the peak value of the original image squared Thisgrey-level of the decrypted image with respect to the origi-
criterion is given by ' nal image is determined by means of histograms, which are

shown in Fig. 8d. The error between these two histograms
(SNR), = {[peak of q@',j)]Q/rms}l/27 (17) has a value ofms, =10.936. The last image used for en-
cryption and decryption is a word, which is shown in Fig. 9a.
wherermsis given by Eq. (15) and the peak value is the to- The results of image encryption and decryption are shown in
tal dynamic range of the decrypted image. HenS&R, ... Figs. 9b and 9c, respectively. The quality of the retrieved
and GNR, differ by a scale constant equal to the ratio of image Fig. 9c according to the original image Fig. 9a has a
maximum grey-level to average grey-level. To determine the/alue ofrms=4.2, SNR,.,s = 34.24 and$NR,,=7.999 grey-
robustness of the encryption, thasis calculated for a de- level. The variation of the grey-level of the decrypted image
cryption using an unknown random mask and the spatial frewith respect to the original image is determined by means of
quency. The image of Fig. 5c is used to make the decryphistograms, which are shown in Fig. 9d. The error between
tion to retrieve the original image. To do this, another ran-these two histograms has a valuemf, =1.973. The quality
dom mask is created by computer to obtain a fringe patterfiesults show that the percentage of error according tortise
by means of Eq. (7). According to Fig. 5b, the result of
the fringe pattern obtained is in correct, as shown in Fig. 7a.
Also, theHDM s applied to retrieve the image from Fig. 7a.
Using the correct spatial frequengy, the result obtained is
shown in Fig. 7b. According to Fig. 5a, the original image
cannot be observed. Using the pixels of Fig. 5a, pixels of = g
Fig. 7b and Eqg. (15), the error is determined. The result is
a valuerms=114.47 grey-levels. Figure 7c shows the result
of applying theHDM using the incorrect frequency. Another
one hundred and thirty six random masks created by com-
puter were used to perform the decryption. The results ob-
tained are shown in Fig. 7d. These results show that the orig-
inal image cannot be observed on the screen. Therefore, the
encryption has a great robustness. To determine the quality
of the retrieved images, thens (SNB,.,,s and ENR,, are
calculated for a decryption using the correct random mask
and the correct frequencf,. Using the data of the original
image of Fig. 5a and the data of retrieved image Fig. 5d, the
rms, (SNR,.s, and SNR,, are calculated. The results are
rms=4.6, SNB,,,s = 42.896 and$NR, = 7.298 grey-level.
To describe the error between the histogram of the decryptec
image and the original image, thms, value is calculated.
This value is described by the relation

FIGURE 6. (a) Fringe patter with a frequengy with a period of 1

1 pixel; (b) Image of the random mask superimposed on fringe pat-
rmsp = | — Z[hd(i) — ho(i)]2, (18)  ternFig. 6a; and (c) Fringe pattern deformed with an image, whose
n-- values are normalized to 14
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FIGURE 7. (a) Fringe pattern obtained by means of Eq.(8) using an unknown random mask; (b) Image retrieved from the fringe pattern
of Fig.7(a) using the correct frequengy by means of th¢dDM ; (c) Image retrieved from the fringe pattern of Fig.7(a), using unknown
frequencyf, by means of théiDM ; and (d) Error of the decrypted image using many unknown random mask akiDtvie

Decrypted image
—

Original image

Grey-level frequency

T
0 4 80 120 160 200 240
Grey-level

d

FIGURE 8. (a) Image of a dummy face used for encryption and decryption; (b) Encryption of Fig. 8a by means of the fringe pattern and the
random mask; (c) Image decryption of Fig. 8b; and (d) Histograms of the decrypted image Fig. 8c and the original image Fig. 8a.

Rev. Mex. 5. 52 (1) (2006) 53-63



IMAGE ENCRYPTION BASED ON PHASE ENCODING BY MEANS OF A FRINGE PATTERN AND COMPUTATIONAL ALGORITHMS 61

40000

1 ~—— Original image
35000 -

30000 -
Decrypted image

/

25000 -]
20000—.
15000-.
10000:
5000- L
0 _ T T

T T T T
0 50 100 150 200 250

Grey-level frequency

Grey-level
d)

FIGURE 9. (a) A word used for encryption and decryption; (b) Encryption of Fig. 9a by means of the fringe pattern and the random mas
(c) Image decryption of Fig. 9b; and (d) Histograms of the decrypted image Fig. 9c and the original image Fig. 9a.

crypted image and themsvalue. Based on thamsresults
obtained by other methods, the image retrieved by the tech-
nique described in this paper is good. It is shown by means
of the error observed in other methods, which use similar im-
ages. The methods such as random phase-mask encoding
optical correlator, and spatial light modulator show percent-
age of error of over 5%. The percentage of error reported by
the digital holography method is a 6.6%. The error percent-
age of reported by interferometric methods is 8%.

’H' 1‘1“ ”'“ |“ ‘ " | According to the quality criterion, high quality is as good
[y [ an image as you desire [30]. The images decrypted by the
“" ‘l ‘ ' technique described in this work are in agreement with this
l‘ criterion. It can be proven by visual inspection and by com-

l||| ‘ \ puter vision. With respect to visual inspection, for the images

l’ f decrypted by the described technique, the results are good.

H ‘ This means that the images decrypted by this technique can

be recognized visually as the original image. Based on the

results obtained, it is correct. With respect to the computer

FIGURE 10. a) Superimposing a grating over the deformed fringe Vision approach, the image is processed by means of pattern
pattern; (b) Superimposing a grating over the deformed fringe pat-"écognizing. Using the pattern intensity of the decrypted im-
tern; and (c) Result of applying Eq.(8) in computational form. age, it can be achieved. In a comparison of the original im-
age and the decrypted image, the only difference is a slight
and 256 grey-levels is around 1.8%. When tB&IB,.,,s is  lack of smoothness in the decrypted image. Therefore, for
around 39, this value depends on the brightness of the inrecognition, it necessary to apply a smoothing to the origi-
age and the error of the decrypted image. When 8i¢H,, nal image. In this manner, the intensity pattern of the original
is around 10, this value depends on the maximum of the damage is equal to the intensity pattern of the decrypted image.
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Hence, pattern recognition with a high level of similarity is cause the key random mask and the phase detection algorithm
possible. The main objective of a decrypted image in visuahre necessary for retrieving the original image. Otherwise it
cryptography is to recognize it as the original image. Baseds impossible too see the original image. Therefore, the tech-
on the result shown in this technique, this objective can baiique is a good security system for storing and exchanging
achieved by visual inspection or by computational recogniimage data electronically. Also, the retrieved images have
tion. The computer used in this process is a 1 GHz PC. Eacbood quality with respect to the original image.

image is encrypted in 0.004 sec and decrypted in .042 sec.

To.see the contr[but|on qf the processing time, the COMPUE  ~gpclusions

tational process is examined with respect to the processing

time of the optical set-up. Based on the optical set-up ofa technique for image encryption and decryption based on
Fig. 1, the image encryption is carried out by projecting aphase encoding with a fringe pattern has been presented. The
grating and a random mask. It takes a least one second {@chnique described here provides a valuable tool for shar-
switch on the light projectors to obtain the intensity patterning and storing image data electronically. This technique is
given by Eq. (4). By using Eqg. (6), the image encryption isa computational process whose algorithms are based on op-
obtained in Q.OO4 see less time than that used by the opticgkations performed by an optical set-up for light projection
set-up. For image decryption, the Egs. (8) and (9) are exgechnique. The image encryption is achieved with height ro-
amined. The multiplication of two intensity patterns can bep;stness by means of the fringe pattern and the random mask.
obtained in optical form by superimposing these two intensityrpe image retrieved by the decryption has good quality and
patterns [28]. Therefore, by superimposing a grating over th@an pe recognized as the original image. This technique is
deformed fringe pattern, Eq. (8) is obtained. This procedurgompletely computational and optical devices are avoided.
is shown by means of Figs. 10a and 10b. These figures shoye performing real time for performing the image encryp-
that at least one second is needed for superimposing the grajyn and decryption is provided. Thus, this technique is per-

ing in the correct way to obtain the result given by Eq. (8), asormed with good repeatability in each image encryption and
shown in Fig. 10c. Therefore, the computational teCh”'qUQjecwption.

is faster than the optical set-up for performing the image en-
cryption and decryption. Thus the technique for image en-
cryption and decryption has been described. This computdA\Cknowledgments

tional encryption system has a good response for protectingi';he authors would like to thank the CONCYTEG, Guanaju-

data of the recovery trials of unauthorized users. This is beéto and CONACYT Mexico for their financial support.
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