CARTA REVISTA MEXICANA DE FiSICA 53 (5) 332-336 OCTUBRE 2007

A generalized chaotic encryption system for multimedia applications

R. Hasimoto-Beli&n
Center for Research in Mathematics (CIMAT),
Jalisco s/n, Col. Mineral de Valenciana, 36240 Guanajuato, Gtexikb,
Phone: +(52)-(473) 732-7155, Fax: +(52)-(473) 732-5749,
e-mail: hasimoto@cimat.mx

Recibido el 3 de julio de 2007; aceptado el 4 de septiembre de 2007

Recently, several encryption schemes based on 1, 2, and 4 one-dimensional chaotic maps have been presented in the literature (see Ref. 1
The idea of increasing the number of maps is to provide more security and robustness to chaos-based cryptographic systems. In this paper
we propose a generalized encryption scheme baséd one-dimensional coupled chaotic maps, where only a window ofaps at a time

(m < N) is active for the encryption process. Timemapwindow is randomly updated by shifting it circle-wise one map at a time through

the entireN-mapsystem. To add more security to the system, we randomly perturb the coupling parameter using current cyphertext output
(spatiotemporal or global feedback); so that any change in the input data (plaintext) is reflected instantly in the total system (not only locally).
Our generalized implementation is based on the scheme presented in Ref. 1, but it can also be implemented in any chaos based encryptior
scheme. Our approach adds more robustness to the system, maintaining excellent statistical properties and fast performance for real-time
multimedia applications.
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Recientemente se han publicado una serie de esquemas de cifbtido basados en 1, 2 y 4 mapa$tieos unidimensionales (ver Ref. 1).

El proposito de incrementar elimero de mapas 6&cos es el de dar mayor seguridad y robustez a los sistemas de cifrado basados en caos.
En este trabajo se propone un esquema generalizalodapas caticos acoplados donde solo una ventanaudeapas a la vez es usada en

el proceso de cifrado, pama< N. La ventana den mapas acoplados es actualizada désmle un periodo aleatorio de iteraciones mediante

un recorrido circular a traés de losN mapas en el sistema inicial. Para incrementar la seguridad del sistema, el factor de acoplamiento
es perturbado por el valoras reciente de texto cifrado (conocido como retroalimeatagiobal o espacio-temporal), permitiendo una
reaccon rapida y global ante cambios en el texto de entrada original yanpetros de los mapasaticos. La implementadin del esquema
generalizado es basada en la Ref. 1, peagtiwamente cualquier @odo basado en caos puede ser utilizado. &bodo propuesto provee

mayor robustez, mantiene excelentes propiedadesstitad y puedeatiimente ser aplicado a sistemas de multimedia en tiempo real (video

y audio).

Descriptores: Cifrado cabtico discreto; cifrado sigtrico; mapas acomplados.

PACS: 05.45.Gg/Pg/Ac

1. Introduction tices (CML) on the other hand considers an array of chaotic

Due to recent developments in the field of multimedia com-Maps governed by a coupling transformation over some de-

munications, applications such as Voice over IP (VoIP),f'ned neighborhood in the array [9]. New states represent

videoconferencing, e-learning and digital TV/HDTV are partihe We'ggttid |ntera:pt|otr1 bet]\c/veen t(.eachl'mdw}dua:_map (I(:cal
of our everyday life. We are immersed in a world-wide net- erm) and the coupling transformation (linear/nonlinear inter-

work where people do business on line, have access to neV\%Ct'on term). When the weight of the coupling is weak, the

bank accounts, etc., at the shield of their office or homeSyStem can be regarded as a local map perturbed by contri-

These digital commodities have some inherent risks: commLF—)Utions from other sites, thus maintaining its main individ-

nication networks (wired/wireless) are vulnerable to attack§Jal plriﬁpeirtltlasr. Or:hthe Otth?; ?andr,] Whe: then\:vet|gt?t of Ifhe
violating the use’s right of privacy. We need fast and secureg\?Upb r? \f’l ?g:’r et Sriisg b ?gf r(rensit? ntasyri pd(i) Cr::; EC'
systems for current multimedia applications. € behavior characterized by inte ent periodic chaotic

i _ ) cycles (cycling chaos). Dellnitz, 1995 [10], found that when
Discrete chaotic dynamical systems (DCS) were prop individual map is active (presents chaotic behavior), the
posed in the late 80's as a viable alternative for securgagt of the system elements remain quiescent. This process
data communications [3]. DCS have many of the goods repeated forever for each element of the system. Palacios
properties required in cryptography: the most prominentng jarez, 2002 [11], applied cycling chaos theory to im-
are sensitivity to parameters, sensitivity to initial conditionspro\,e Baptista’s encryption scheme security [7]. Shujun Li,
and u_npredictable trajectories [4_1-6]. Current research ingo1 [8], proposed a Pseudo-Random bit generator based on
chaotic systems focus on two main Imé@rturbance—ba;ed CML, reporting perfect cryptographic properties for the con-
schemes andNetwork-basedchaotic maps. - Perturbation— syryction of stream ciphers. Wargal, 2005 [12], combined
based schemes transform stable chaotic cycles into nogr c\L with bit-reverse operation applicable to symmetric

stable ones by perturbing their trajectory as was done iRyniosystem and pseudo-random number generators.
Ref. 2. Network-based chaotic Maps or Coupled Map Lat-
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In this paper we merge perturbance-based schemes with
network-based schemes and propose a generalized block-
. . Xl 0= K(QZ - 1)
based symmetric-key encryption system based di-array '

of coupled chaotic maps taking maps at a time for the en- K(2i) K(2i) a®b

cryption process. We make use of a modified 3-level pertur- 9B/2N © {0han | 9BJAN

bation scheme proposed in [1] to increase the system space \; = 3.73364 +

analysis in the case of brute-force and differential attacks. 10

Our difference is that the first and third level perturbations y 0.26506

modify the coupling parameter (not individual map variables) MAX "’

using the spatiotemporal feedback. Epatiotemporafeed- ie{1,2,..,N/2}, 1)
back along with coupled chaotic maps makes the system ex-

tremely sensitive to plaintext and system-key changes. where X; o and \; are the'" map initial variable and pa-

The paper is organized as follows. In the next section wd@Meter respectively, with.2 < X;o < 0.8 (except
describe the proposed scheme. In Sec. 3 experimental resuffg.0 ~ 0-5) and3.73364 < \; < 3.9987, hoy is the number

and security of the proposed systems are analyzed. Concl@! digits in the largest decimal number representec2by
sions are presented is Sec. 4. bits, a ¢ b term is the eXclusive-OR (XOR) of the most and

least significant bits of(27) respectively, having both equal
size bit representation d@8/4N, and MAX is the maximum
To increase the sensitivity of the system to bit changés in
We take the system presented in Ref. 1 as the backbon&i,o’s and K are de-correlated by iterating; o anRT ran-
for our generalized scheme, and consider the chaotic logistidom number of times over all coupled logistic maps as fol-
map as the basis of the CML. Other chaotic systems can aldgWs:
be used without generally affecting the proposed algorithm. Xij=(1—e)f(Xij1)+eH(X1 -1, Xnj-1),
Following [1], the generalized system can be described as
follows. f(Xij1) = AX55-0(1 = X 51)

N
2.1. System-key generation H(X1 1,00 Xnjo1) = > wiXij1, (2)

The initial system-keyK) of size B bits, for B > 128 and  where; is the current map state iteratiof(.X; ;1) is the lo-
multiple of n € {16, 32} (bits to cipher per chaotic map) is gistic map¢ is the coupling parameter, atilis the coupling
shared between cipher and decipha&t.= B/n chaotic lo-  function with weightsw;, where

gistic maps are generated fraihaccording to the following N
relationship: Zwi -1

1 . . . . H takes the weighted average of previous iteration map vari-
ables over all maps. Equation (2) guarantees that a one-bit
change inK, will affect all maps variables and therefore the
0 ' : ; : system’s output (cyphertext). The output of Eq. (2) after
RT iterations becomes the initial state for each map in the
aslh encryption process, that is; o,1 < ¢ < N. The same pro-

! M/\N\NN\M '/\ W cess can be performed on the map parameters if needed (
0 and X). Figure 1 shows the absolute magnitude difference
between four original chaotic maps and their respective cou-

pled chaotic maps trajectories. Modifying only one parame-
05+ . :
M ter () affects the whole system (every single map trajectory)
0 rather than only one map as in Ref. 1.

05r

Absolute Magnitude difference

1
0 , , : The N coupled map array is used as &n circular list

0 20 40 60 80 100 of ciphers, but only a subset defined by a cipher window
iteration Wik = (@ — 1)modN) + 1{|k < i < k+m — 1}, for

FIGURE 1. Absolute magnitude difference between four indepen- m < N, andll<; € {1,2,... ,]_V} i§ used in the encryptipn
dent logistic map trajectories and their corresponding coupled magorocess at a time as shown in Fig. 2represents the min-
trajectories. imum index of W, ;, at a given time andhn is the size of
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the window. For a fixed statg them ciphers inW,,,  are The corresponding decryption system can be written as:

defined by the following equation [1]:
y g€ g Cii= (C% +2" — X7.) mod 2";

Ciy = ([P + X[ ;] mod 2") © X ; P =[Ciy ® X[ ;@ ([Ci—14 + Ciy—1] mod 25/N)
@ ([X7 i1, + Xiyo, ] mod 27) @ ([X; j+1 + Xij+2] mod 2B/N)
@ ([Ci—1,; + Ci j—1] mod 27), +2B/N _ Xé,j] mod 28/V,
i€ Wil = (mj +i— 1), @3) i € Wl = (mj +i— 1) )

whereP, represent the plaintext.
whereP, is thel*" plaintext input,X? ; is the corresponding
integer representation of; ; usingn = B/N bits, C;_1, 2.3. Three-level perturbation scheme
is thei — 1 cyphertext in current iteratiolrmj+i-1, and
C;._1 is the previous cyphertext output of the saitfemap, The three perturbation levels proposed in Ref. 1 are main-
but from thej — 1 iteration. C;_;;, and C; ;_, represent tained in the generalized scheme with some modifications.
the g|0ba| and local feedback respective|y_ The initial Spa_origina"y, the first perturbation level modifies the local tra-
tiotemporal feedback for a new map winda,_, ; is the  jectory in order to increase its cycle length; the second per-
last cyphertext output of the previous window iteration. A to- turbation creates a new system trajectory by modifying the
tal of mnbits are encrypted per iteration Statel encrypted SyStem Variable; and for the third perturbation |eve|, the
bits per map). W, . is periodically rotated one map at a System-key value is renewed using [13]. The third pertur-
time by settingk = k + 1; when(N-k) < m, the cipher index ~bation represents a reset operation, since the entire encryp-
wraps around taking the corresponding first, second, up to théon/decryption system parameters are completely modified

m — 1 initial maps (wherk = N the current cipher window (system-key, map variable and parameter). Since we are
isW,, ={N,1,2,...,m —1}). now using coupled chaotic maps, our first perturbation level

. . . modifies the coupling parameteusing the global feedback
To Increase the enc_:ryptlon system_secur-lty, Cyphertexfspatiotemporal feedback) affecting the entire system at once
outputC;; is masked using two map variables: (first perturbation level in Ref. 1 affects local maps only).
The first-level perturbation for thé” logistic map is ex-

CM =(Ciy+Xp)mod 2", Xp=X;,®X] ,; (4 pressedas:
n/8
. . o > Cicra(m)
Therefore, the decipher cannot Ws# directly to find its _ na=1

g = 1€ Wm7k7 (6)

10hs
whereC;_1 ;(n1) is then!" byte of the global feedback in the
statel andhg is the number of digits in the largest decimal
Current Map number represented dy/8. The coupling parameter is set to
take2!? distinct values in the intervall < ¢ < 0.1024. In the
case of a differential attack, Eq. 6 exacerbates every single
plaintext change by disturbing not only future cyphertext out-
puts through global and local feedback, but also the coupled
chaotic system in the current cipher window. The combined
effects (feedback and perturbation) generate totally different
trajectories for any pair of plaintexts when iterated by the sys-
tem. The second-level perturbation addg_; to each map
variable and cross-iterates the outcome through all maps, and
the third level perturbation replaces current system-key us-
ing [13] every random number of iterations [see Eq. (2)].

The period of the perturbations represented by
PT;,1 < [ < 3 can be randomly selected to increase the
system-key space in the case of brute force attack (the op-
ponent tries every possible system-key combination until
the right one is found). We define the perturbation cycles
FIGURE 2. Array of N chaotic maps viewed as a circular list. Cur- as follows: PT; = [(a _randomnumber) modulus 10] + 15,
rent map window represents the active maps in the encryption proPT2 = n; .PT;, andPT3 = ny .PT,, for n, andn, positive
cess. integers greater than one. The valuePdf, is related to the

corresponding plaintext data; it needs to kool
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sensitivity of the coupled logistic map to a magnitude changen the average, 99.5% of the total bytes and 50% of the total
of 1/219 in the coupling parameter. bits were changed during the encryption process, providing

the best protection against attacks. The scheme response to ¢
3. Security analysis and experimental results ~ Slight change in the system-key (flipping the least significant

bit) is shown in Fig. 4. Because of the coupled chaotic de-
Our proposed scheme has been applied to the same audigrrelation process between the system-key and maps vari-
(.wav) and video (.mov) data presented in Ref. 1 with re-ables and parameters [Eq. (2)], the cyphertext output diverges
spective sizes of 91Kb and 16Mb. For the experiment we us&ght from the first iteration.

the following setting: B = 384 bits, n = 32, generating a Let us now analyze the effect of the difference (the least
12-maparray of coupled logistic maps\( = 384/32), ini-  gjgnificant bit) of a pair of plaintexts on the cyphertext output

tial feedback (global and local) is selected randomly usingsequence without perturbation (this is known as differential

RANROT, 0 < e < 0.1024 (small values for dominant lo-  attack). Figure 5 shows that the scheme using only global and
cal behavior)w; = ws = ... = wy = 1/12, RT =20 |ocal feedback scheme needs approximately 22 iterations for
PT, = 35 iterations,PT; = ny .PTy, andPT3= ,.PT2,  the sequences to diverge chaotically. Applying our perturba-
for ny = ny = 3 (RT, n1,nyvariables could have also been tjon scheme (first and second perturbations) from iteration 5,
computed randomly to increase system space search).  the sequences take different trajectories, immediately influ-
encing future cyphertext output values (Fig. 6). Since pertur-

bation modifies map variables and coupling parameters, the

We shall question the security of our scheme considering thEest of the cipher trajectory is completely different from the

sensitivity of the system to key changes, sensitivity to plain_unperturbed case.

text changes, and statistical independency. Figure 3 shows If the opponent chooses the brute force attack, he will
the histograms of plaintext and corresponding cyphertext ofieed to search for at lea&f key possibilities in our current
data files. For each plaintext we use two randomly chosetting, whereB can be any multiple of 16 and 32 bits. In
sen keys in order to prove statistical independence from thaddition, there are five more random numbers with a 5-bit
scheme. In both cases, the cyphertext histogram is uniformepresentation eacRT, P, P», Ps andw;,1 < i < m, two
and independent of the plaintext histogram and system-keynore with a7-bit representatiodv (number of maps) and:

3.1. Security analysis

F
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FIGURE 3. Histogram of plaintext (left column) and corresponding cyphertext for two different system-keys (center and right columns
Plaintext corresponds to audio (a) and movie (b) data.
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d FIGURE 6. Same as in Fig.5 with initial perturbation at 5th cipher

FIGURE 4. Sensitivity to system-key changes. Plaintext (circled | ) " )
iteration (vertical dotted line).

continuous line) encrypted with two slightly different system-keys

least significant bit ch d). . . .
(teast significant bit changed) under Red Hat Linux operating system version 2.4.20-28.9,

shows an average speed of 170Mbs and 258Mbs using non-
optimized and optimized compilation respectively. A 3 Ghz
Pentiun®-1V with 1 Gb of memory using the same operat-
ing system shows an average of 540 Mbs and 1088 Mbs using
non-optimized and optimized compilation respectively. This
is not as fast as Ref. 1 because of the additional complexity,
but still higher than any other scheme reported in the liter-
ature and fast enough to support real-time multimedia com-
munications.

FIGURE 5. Sensitivity to plaintext changes without perturbation 4. Conclusions

scheme. Cyphertexts of a pair of chosen plaintexts with the least

significant bit changed. We have proposed a generalized and robust symmetric block-
cipher cryptosystem based on rarray of coupled chaotic

(size of thelV,,, 1), and the coupling parameter witHl@-bit  logistic maps taking am-mapwindow size for the encryp-

representation. Considering the minimum bit representatiotion process. Both the coupling parameter and map chaotic

of B = 128, a brute force attack will need a total space anal-map parameters are perturbed in order to increase the scheme

ysis of (2128).(229).(2%%)(27)(27)(2!?) = 5.9x10°%, much
higher than [1].

tem on a 940 Mhz Pentiu@®-Ill, with 190 Mb of memory

sensitivity to initial conditions. A software implementation
of the system shows excellent statistical properties and good
Finally, a C-language implementation of the cryptosys-performance in fulfilling current multimedia application de-
mands, such as real-time audio and video communications.
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