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In this paper, encrypted audio transmission via synchronization of coupled chaotic Nd:YAG lasers in master-slave configuration is numeri-
cally studied. In particular, we resort to recent results from complex systems theory to achieve chaos synchronization. So that, enconding,
transmission, and decoding of confidential audio messeges in chaotic optical communications are presented. In addition, we show trans-
mission of encrypted audio messages when parameter mismatch and channel noise are considered. In order to illustrate this robustnes:
synchronization property, we present the encrypted transmission of audio messages via an improved chaotic transmitted signal, and we
obtain at the receiver that, the original audio message is appropriatelly recovered.

Keywords: Chaos synchronization; encryption; private optical communication; chaotic Nd:YAG laser; complex networks.

Se estudia nuéricamente la transmi@n de mensajes cifrados de audio con base en la sincronizaciaseted daticos de Nd:YAG en
configuracbn maestro y esclavo. Para sincronizar faseres daticos, apelamos a resultados recientes de ldaede sincronizaéin de
redes complejas. Tan#n se presenta el cifrado, transraisiy descifrado de mensajes de audio en comunicacioptsas caticas. Se
estudia la transmién del mensaje de audio cifrado cuando se varian lasnpeiros y se agrega ruido al canal. Se muestra la sincrobizaci
aproximada deldser esclavo apesar de las perturbaciofiadidas al laser maestro. Para ilustrar la robustez en la sincrdmizaei estudia

la transmisbn de un mensaje de audio encriptado aésaste una portadora @tica mas compleja y el receptor recupera eficientemente el
audio original.

Descriptores: Sincronizaddbn de caos; cifrado; comunicacionfgsticas privadasgalser catico Nd:YAG; redes complejas.

PACS: 05.45.-a; 05.45.Gg; 05.45.Pq; 05.45.Vx; 05.45.Xt

1. Introduction for solid-state laser$§19,20] fibre ring lasers[19,21] semi-
conductor laserd19,22-25] andmicrochip laserg[19]. A

Two of the major requirements in modern communicationchaotic laser may generate an irregular sequence of pulses

systems are privacy and security. For contribute in this ares@Paced by periods of very high-intensity, this type of carrier is

chaotic synchronization, seeg.[1-7] and references therein Suitable for masking analog data since the information would

has been greatly motivated by the possibility of encoding?e separated from this chaotic carrier due to high-intensity

information by using a chaotic carrier or, chaotic encryp-Periods, with the appropriate receiver only.

tion [8,9]. This possibility was first explored wittlectronic Chaotic optical communicatiois a promising technique
oscillator circuits seee.g. [10-15], where an analog or dig- g improve both privacy and security in communication net-
ital signal (the confidential information) was imbedded intoorks. It needs chaotic synchronization between transmitter
the transmitted chaotic signal by direct modulation, maskingyng receiver lasers to encode, transmit, and decode confiden-
or, another technique. If chaotic synchronization is achievegiy| information. The generated chaotic carrier at the trans-
between transmitter and receiver circuits, then at the receivghitter laser is used to encrypt information, which can only
end it is possible to extract the encrypted information frompe extracted by using the appropriate receiver laser. An al-
the transmitted chaotic signal. ternative way to improve privacy and security of encrypted
Information transmission based on chaotic synchronizainformation, can be realized by additionally encoding at the
tion of lasers has been studied recently [16-18]. En particulaphysical layer by using chaotic carriers generated by com-
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ponents operating in chaotic regime. For example, chaotic e By means of various measurement tools (autocorre-

solid-state Nd:YAG Neodymium doped: Yttium Aluminium lation, frequency spectrum, and chaotic attractors in
Garne) lasers are ideal candidates for the realization of these phase portrait) that are used in chaos theory we make
chaotic transmitter and receiver systems [19,26]. They are al- an attempt to show that the transmitted chaotic signal
ready inherently nonlinear devices that, under certain operat- in ICOCS gives a more complex chaotic signal.

ing conditions, exhibit chaotic motion. Different authors in-
vestigated analytically and numerically various types of syn-  This paper is arranged as follows: A brief review on
chronous behaviors that occur when chaotic Nd:YAG lasersynchronization of complex networks is given in Sec. 2.
are coupled [27-29]. Network synchronization of chaoticWhereas, in Sec. 3, the mathematical model of the solid-
Nd:YAG lasers in star topology is reported in Ref. 29, wherestate Nd:YAG laser used (as fundamental node) in the chaotic
different collective behaviors are imposed. In Ref. 30 robusencryption scheme is described. In Sec. 4, master-slave
synchronization of two chaotic Nd:YAG lasers is discussedsynchronization of chaotic Nd:YAG lasers is presented. In
when parameter mismatch and channel noise are consideregigc. 5, an application to encrypt audio information in optical
in addition an application to transmit encrypted binary infor-chaotic communications is given. Furthermore, we illustrate
mation is given. While in Ref. 31 the same robust synchrothe effects of parameter mismatch and channel noise on the
nization problem for master-slave chaotic Nd:YAG lasers isencoding, transmission, and decoding of audio messages in
addressed; in this case, based on nonlinear stability theorgec. 6. Finally, in Sec. 7 some concluding remarks are given.
it is shown that the state trajectories of the perturbed error
synchronization are ultimately bounded. So that, encoding L.
transmission, and decoding of binary information in chaotic2- Background on synchronization of complex
optical communications are presented. networks

The aim of this paper is to study the encoding, trans-
mission, and decoding of confidential audio information in2-1.  Complex networks
chaotic optical communications, when parameter mismatc

and channel noise are present. This objective is achieved #rstly, we give a brief review on complex dynamical net-

appealing to recent results from complex systems theory, se ork; dand its sylnchrotn |zaL|0n. For det;llz, set@ [?2’%3]'
e.g. [32,33]. This robustness study is important since the; onsider complex networeomposes ol identical nodes,

lasers have differences between them in any practical imI_mearly and diffusively coupled through the first state of each

plementation, due to aging of physical components, unce node. In this complex network, each node constitutes a

tainties, and other perturbations. We show that the propose(arr“:"'qs"C)r]alI dynamical systenrescribed as follows

approach is indeed suitable to synchronize chaotic Nd:YAG

lasers in master-slave configuration with parameter mismatch %i=fa) i, i=12,..,N, (@)
and channel noise. In order to illustrate this robustness Synvilherexl- = (21, iz, - 7min)T c R” are thestatevari-

chronization property, we present the effects of paramete&bI es of the

. . . o node, u; = u; R is theinput signal of the
mismatch and channel noise on the encoding, transm|35|podeZ. and i Y v € putsig

and decoding of confidential audio information in optical s defined by

chaotic communications, and we evaluate the quality of the N

recovered audio information. This work complements the re- Uil = (;Z a;;I'xj, i=1,2,...,N, 2
sults reported in Refs. 30 and 31 where parameter mismatch j=1

and channel noise are considered in the transmission of en- )
crypted binary information. At the same time, we mentionthe constant: > 0 represents theoupling strengtiof the

some substantial differences with [30,31]: complex network, and" € R™*™ is a constant 0-1 matrix
linking coupled state variables. For simplicity, assume that
e The context we use here is the encrypted audio transk = diag (71, r2,...,7,) is a diagonal matrix withr; = 1

mission. This on the one hand makes the presentatiofor a particular; andr; = 0 for j # . This means that
even simpler than in digital communications. On thetwo coupled nodes are linked through their th state vari-
other hand, to the best of our knowledge it has not re-ables. WhereasA = (a;;) € RV*¥ is thecoupling matrix
ported in the literature. which represents the coupling topology of the complex net-

_ ) o work. If there is a connection between nodand nodej,

e The proposed chaotic optical communication SChem‘%henaij — 1; otherwise,a;; = 0 for i # j. The diagonal

uses two transmission channels; so, the processes gfements of coupling matriA are defined as

encryption and synchronization are completely sepa-

rated with no interference between them. N N
. . . , Qii = — Z Qij = — Z @ji
¢ In addition, we propose aimproved chaotic optical =1, gti =1, i
communication scheme (ICOCS®)increase the secu-

rity of the encryption in the transmitted chaotic signal. i=1,2,...,N. (3)
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If the degreeof nodei is d;, thena;; = —d; fori = 1, 2.3. Globally coupled networks
2,....N.
Suppose that the complex network is connected without he coupling topologies commonly studied in synchroniza-
isolated clusters. Ther is a symmetric irreducible matrix. tion of complex networks (1)-(2) are for examplgtobally
In this case, it can be shown that zero is an eigenvalue dfoupled networksnearest-neighbor coupled netwoykand
A with multiplicity 1 and all the other eigenvalues Afare  star coupled networksin this work, we consider only com-
strictly negative [32,33]. plex networks composed of identical nodes globally coupled.
Synchronization state of nodes in complex networks, carf he global coupled topologyneans that any two different
be characterized by the nonzero eigenvalueA oThe com-  nhodes in complex network (1)-(2) are connected directly. All
plex network (1)-(2) is said to achieve (asymptoticalyp- ~ nodes are connected to the same number of nales 1).

chronization, if [33]: So, the correspondingpupling matrixA is given by
x1(t) =x2(t) = ... =xn(t), ast— oo. 4 1-N 1 Lo 1
1 1-N 1 --- 1
The diffusive coupling condition (3) guarantees that the syn- A — . . . : ) (11)
chronization state is a solutios(t) € R™, of an isolated : ' o :
node, that is 1 1 L. 1
3(t) = [ (s(t), (5) bbb e
wheres(t) can be arequilibrium point aperiodic orbit or a This matrix has a single eigenvaluefeaind all the others
chaotic attractor Thus, stability of the synchronization state, equal to—N. Hence, the second largest eigenvalye= — N
decreases toco asN — oo, i.e,
x1(t) = x2(t) = ... =xn(t) =s(t), (6)
) ) ) lim Ay = —o0. (12)
of complex network (1)-(2) is determined by the dynamics of N—oo

anisolatednode,i.e. -function f and solutiors(t)-, the cou-
pling strengtte, the inner linking matrix’, and the coupling 3. Chaotic Nd:YAG laser like nodes
matrix A.
The following differential equations describe the time evolu-
2.2. Synchronization criterion tion of the complex, slowly varying electric fielll and gain
G of a pair of spatially coupled, single transverse and longi-

The following theorem give the conditions to achieve netyginal mode class B lasers, reported in Refs. 34 and 35, for
work synchronization as is established in (4).

laser 1:
Theorem [32,33] Consider the dynamical network (1)-(2).
Let dE 1 .
0=X >X> A3 > - > Ay @) TCFl:?((Gl_el)El_HE2)+M1E1’
be the eigenvalues of its coupling matx Suppose that dG; 1 (p1 G -Gy |E1|2) (13)
there exists: x n diagonal matrixD > 0 and two constants dr ’

d < 0andr > 0, such that
and for laser 2

[Df(s(t)) +dT]" D+ D [Df(s(t)) + dT] < =71, (8) dE, 1
= — ((G2 - 62) E2 - HEl) + iWQEQ,

for all d < d, wherel,, € R"*" is an unit matrix. If, more- dr Te
over, dGy 1 )
e < d, 9) ar (pz — Gy — G2 |Ey| ) , (14)

then, the synchronization state (6) of dynamical network (1)
(2) is exponentially stable.
Since\; < 0 andd < 0, inequality (9) is equivalent to

wherer, is the cavity round trip time~£450 ps for a cav-

ity of length of 6 cm), 7y is the fluorescence time of the

upper lasing level of the Nid ion (estimated to be 240s

for the 1064 nm transition)y; andp, are the pump coef-

: (10)  ficients, e; and e, are the cavity loss coefficients, and
andws (angular frequencies) are the detunings of the lasers

A small value of A, corresponds to a large value pfs|, from a common cavity mode. The lasers are coupled mu-

which implies that complex network (1)-(2) can synchronizetually (linearly) with strengthx, assumed to be small, and

with a small coupling strength Therefore, synchronizabil- the sign of the coupling terms is chosen to account for the

ity of the complex networks (1)-(2) with respect to a partic- observed stale phase-locked state in which the lasers have a

ular coupling topology can be characterized by the seconghase difference of 180 For laser beams of Gaussian in-

largest eigenvalue . tensity profile and /e? beam radius the coupling strength,

d

c> |—
=1
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as determined from the overlap integral of the two fields, iswhereX; = dX;/dt and F; = dF;/dt. Equation (18) cor-
defined ass = exp (—d2/2r2). Control parameters are the responds to the isolated model also reported in Ref. 26 for
frequency detuning of the laserss(— w;) and the coupling a single solid-state Nd:YAG laser with a sinusoidally modu-
coefficients. lated loss. In this work, we are interesting in synchronizing
If identical laser parameters are considered, except in ththe pair of isolated Nd:YAG lasers (18), when are unidirec-
case of modulation of their losses and redimensionalize tim&onally coupled (master-slave coupling), according to Sec. 2.

in unitis of the round trip time of light around the cavity, We performed our simulations by using = 1072 to
then Eq. (13)-(14) can be rewrite as follows [35], for laser 1:avoid stiffness problems that arise with smaller values. It is
X, known that for suitable values ef, and o, the Nd:YAG
—— = (F1 — (ap + a1 coswt)) X7 — fX3cos P, lasers (18) exhibichaotic oscillationswe select the follow-
dt ing set parameters for chaas; = 0.9, a; = 0.2, 4p = 1.2,
i — 5 (Ao —F - F1X12) 7 (15) and~ = 0.01. For the particular case where all losses are
dt modulated equally at the rate [26]9 + 0.2 cos(0.045t), the
and for laser 2 pump parameters were equallt@. The laser is modulated
AX with a deptho; relative to its mean losses,. In absence of
=22 — (Fy — (0 + agcoswt)) Xy — X7 cos D, modulation, the Nd:YAG laser is stable and exhibits damped
dt oscillations to their fixed-point values. Figure 1 shows the
% _ (Ao Ry F2X22) 7 (16) chaotigattraqtor generated by the isolated Nd: YAG laser (18).
In all simulations, we keep the valueg < [0.5,1.15] and
with a1 € [0.1,0.3] to ensure chaos.
dd Xy X7\ .
= A+6 <X1 + X2> sin ®. (17) 4. Synchronization of two chaotic Nd:YAG
lasers

Now, X; and X, represent the electric field amplitudes,
Fy and F; the gains of the lasers 1 and 2, respectivélyis In this section, we present synchronization of a particu-
the difference in phases of the electric fields,— ¢,. The lar “network”, composed of two unidirectionally coupled
parametersy, and 4, denote the rates of intra cavity loss chaotic Nd:YAG lasers (as described by Eq. (18) for two
and the rescaled pump parameter, respectively. While the pa-
rametery contitutes the ratio of the timescales of the electric 12
field 7. and the spontaneous emission lifetime of the laser
materialT;. A constitutes a measure of the detuning of the
lasers 1 and 2. The coupled lasers are modulated with a dept!
«y for laser 1 andv, for laser 2, of the intra cavity loss at
a frequencyw. If the beams have Gaussian profile withe?
radiusr and are separated by a distarcehen the coupling
is proportional to the area of overlap between the two lasers,+ 06§
B~ =4 /2% [34]. ~
The parametey is effectively a measure of stiffness of
the system and in the numerical simulations, moderate val-
ues ofy ~ 0.01, 0.001 were considered in order to ease the
calculation. Some class B laser medi®, Ti:Al,O3 and
CO;, lasers considered in Ref. 36 have valuesyafloser
to the regime considered than the Nd:YAG lasers considered  0; ” 5 3 7 5
in Ref. 37, wherey is of order of magnitudd0=%. How- X
ever, considering longer resonators in the case of the Nd:YAG )
lasers would mean the value gfwas somewhat higher, In FIGURE 1. Chaotic attractor of Nd:YAG laser.
Ref. 35 was shown synchronization for the mutually cou-

0.4

0.2

pled pair of model lasers (15)-(17) by using different values master Nd:YAG laser Slave Nd:YAG laser
G and®.

Notice that, if3 = A = 0in Eq. (15)-(17), then we
have following pair of isolated lasers 1 and 2, which are not ~ Xn . ~
synchronized X " X

X; = (F; — (g + ascoswt)) X;, i=1,2,

. 5 FIGURE 2. Master-slave coupling for chaotic synchronization of
Fy =~ (A — F; — F;X?), (18)  two Nd:YAG lasers.
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isolated nodes), shown in Fig. 2. Such synchronization istep time of size 0.0001. And by taking the initial condi-
achieved by using the mentioned results from complex nettions: X;;(0) = 0.1, F12(0) = 0.1 and X5;(0) = 0.05,
works (Sec. 2); for details, see [30,31]. The master-slavéy,(0) = 0.05.

configuration is the laser array, where the coupling is purely

via overlap of the electric field [19].

In particular, for this network of two coupled chaotic
Nd:YAG lasers, we say that the chaotic slave node (24)-(25)

The arrangement of two chaotic Nd: YAG lasers proposedisymptoticallysynchronizeswith the chaotic master node
in Refs. 30 and 31, is described by the following state equaf22)-(23), if

tions, which are based on the chaotic Nd:YAG laser (18) like

nodes,

Xi1 = (Fia — (g + aq cos (wt))) X1 + w1,

Fm =7 (Ao — Fix — Fiin21) , 1=1,2, (19)

lim |ex(t)| =0

t—o0

no matter which initial conditionsex(0) has. Where
ex(t) = X11(t) — X1 () corresponds tsynchronization er-
ror.

(26)

where X;1, F;; € R? are the state variables of Nd:YAG 5. Application to encoding, transmission, and

lasers,u;1 € R? is the input signal of the lasers, and is de-

fined by
2

Uil = C E ainﬂ, i = 1,2,

j=1

(20)

decoding

Synchronization of two chaotic Nd:YAG lasers allows us to
design private/secure optical communication schemes, where
confidential information is encrypted into the transmitter

with ¢ > 0 the coupling strength of the laser arrays, anddynamics via chaotic additive masking, chaotic switching,

I' € R**? is a constant 0-1 matrixA = (a;;) € R?*2,
The diagonal elements of coupling mataxare defined as

2 2

Qi = — Q5 = — i, 1= 1,2 (21)
> wi=— >

J=1, j#i J=1, j#i

In this particular coupling topology, the chaotic Nd:YAG

laser (haster nodgis defined as

X1, = (Fiz — (ag + aq cos (wt))) X 11+,

Fip = (Ao — Fia — FiuX3y) (22)
with input signal
urr = c(a11X11 + a12X21), (23)

wherea;; = a3 = 0,i.e.u;; = 0.
Whereas, the chaotic Nd:YAG lasesidve nodgis de-
signed as

Xo1 = (Fao — (g + g cos (wt))) Xa1 + uor,

Fyy = (Ag — Fap — Fa2 X3,), (24)
with input signal
ug1 = c(ag1 X11 + a2 X21), (25)
for this case, the coupling matrix (11) is given by
A= [ ? —01 ] ’
the corresponding eigenvalues axe = —1 and Ay = 0,

chaotic parameter modulation or, another technique. The
master and slave chaotic Nd:YAG lasers are located into the
transmitter and receiver systems, respectively. The transmit-
ted chaotic signal through a public channel is a combination
of the confidential information with the chaotic output signal
of laser transmitter. In particular, encoding, transmission, and
decoding of audio messages by using synchronized chaotic
Nd:YAG lasers, will be shown in next subsections.

5.1. Encrypted audio transmission

The confidential information is amudio messagen(t),
which is encrypted and transmitted through a public chan-
nel. The inclusion of the slave laser is justified when we need
to synchronize with the master laser. That is, this process
is essential to retrieve information at the receiver end. This
communication scheme uses a single transmission channel,
but it is well known, that the information recovery is only
approximate, due to the processes of synchronization and en-
cryption by the same channel interfere. On the other hand,
if we want an exact information recovery at the receiver end,
then we can use a communication scheme with two transmis-
sion channels. In this case, the slave laser is not necessary
for use in the receiver. In order to recovery (exactly) the en-
crypted information, it is sufficient to subtract chaotic sig-
nal and signal chaotic with information. In the sequel, due
to space limitations, we show only the results for encrypted
transmission with two channels.

Figure 3 shows the scheme for encrypted audio trans-
mission which use the master chaotic Nd:YAG laser (22)-
(23) and the slave chaotic Nd:YAG laser (24)-(25) foand
R, respectively. Thighaotic optical communication scheme
(COCS)uses two transmission channels, the first one syn-

with a coupling value: = 1 obtained from (10). The numer- chronizesT and R via X;;(t). While, the second channel
ical results to be presented in next section, were obtained big used to encrypt the confidential audio messag#g): The
using a fourth-order Runge-Kutta integration algorithm with chaotic signalX;;(¢) is added ton(t) scaled bya = 0.01,
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m'(t) = 1 (z(t) — X21(¢)) . (28)

|
|
|
| a
|
I

The confidential audio message in SpanisiCuerpo
————————— X Acacemico Sistemas Complejos y sus Aplicacioniss&n-
m' =L @-X) crypted and transmitted for this demonstration. Figure 4
= shows the encryption, transmission, and recovery of the men-
Tessage m' tioned audio message (“phonogram”): a) chaotic synchro-
FIGURE 3. Scheme for encryption, transmission, and recovery of nization betweenX;; and X»;, b) original audio message

audio messages. m(t), c) transmitted chaotic signa(t) with encryptedn(t),
such that the negative part of the audio message is encryptéll at the receiver eng, the recovered audio messag&(t),
in the transmitted chaotic signaft), as follows and e) the signal errenn(t) between the original and recov-

ered audio messages.

2(t) = Xu(t) +a-m(t). @) Remark. In COCS, the processes of encryption and syn-
At the receiver end?, to the received chaotic signalt) with  chronization are completely separated with no interference
encrypted audio message, is subtracted the sighalt),  between them. So, the encrypted message does not inter-
such that the original audio messaggt) is recovered as fere with synchronization, therefore not increasing the sen-
m/(t), as follows sitivity of synchronization to external errors. As a result
m’(t) = m(t), and the chaotic cryptosystem with two trans-
mission channels gives faster synchronization and high secu-
a) 4r ] rity, see[39,40].

S
Sl

6

(&)

5.2. Improving encrypted audio transmission by using

G : e S an additional encryption function
11
2 5
oo © UWWW{ We can improve the security of the encrypted audio trans-
2 s i s G 25 ok 0 s 3 mission by using an additional nonlinear encryption function
Time (usec)  ° Time (usec) o)y as proposed in Ref. 40. Figure 5 showsitheroved chaotic

optical communication scheme (ICOC®&here the confiden-

) Omm e) 0 tial informationm(¢) is hidden into transmitted chaotic signal

s(t) which is the output signal of nonlinear encryption func-

&)
5]

i 0 0.5 1 L5 2 0 0.5 1 L5 2 tion
Time (u sec) <107 Time (p sec) x10°
FIGURE 4. Encryption, transmission, and recovery of an audio o(X,,,m)= Xfl + (1 + Xf’l) a-m. (29)

message: a) chaotic synchronization betwéén and X2, b)

original audio message(t), c) transmitted chaotic signalt), d) . L . .
recovered audio message(¢), and e) signal errarm(t) between | N€ transmitted chaotic signaft) = o(X,,,m) is received
original and recovered audio messages. at the receiver en®. The nonlinear function for decryption

is given by

X3 s
— 21 +
1+X3  14+X37

A(X,,58) (30)

77

with chaotic signalX»; (¢) generated by, the recovered au-
dio is given bym/(t) = 21X (X1, s).
—————————— Figure 6 shows the encryption, transmission, and recov-
m' = 20 (Xa1,9) ery of the same audio message (“phonogram(}) with ad-
B . ditional encryption functions: a) chaotic synchronization
betweenX,, and X»;, b) original audio message(t), c)
FIGURE 5. Improved scheme for encryption, transmission, and transmitted chaotic signalt), d) at the receiver eng, the
recovery of audio messages by using additional encryption func-recovered audio messagé(t), and e) the signal errem(t)
tion o. betweenn(t) andm/(t).
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FIGURE 6. Encryption, transmission, and recovery of an audio
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6

4t

oL

0 0.5 45
X1
0 @
oMM - 0
-2 0
0 0.5 1 15 2 0 0.5 1 1.5 2
Time (u sec) Time (u sec) X1
Tlme usec Tlme usec x1

x1

FIGURE 8. Effect of the variation simultaneous in all parame-

message by using the improved scheme: a) chaotic synchronizaters with channel noise: Audio message transmission: a) chaotic

tion betweenX; and X1, b) original audio message:(¢), c)
transmitted chaotic signalt), d) recovered audio messagé(t),
and e) signal erroem(t¢) between original and recovered audio
messages.

0 0.5 1 15 2 0 0.5 1 15 2

Time (u sec) M 105 Time (u sec) M 105

3 3

LR <) 21 d)

= | = |

E o Eo

<0 1 2 3 4 <9 1 2 3 4
Autocorrelation M 105 Autocorrelation X 105

Q O

ER ] 21 "

5 SW=0.696% B SW=18.892%

o o

< <

50
Frequency (Hz)

50 100 0 100

Frequency (Hz)

x104

=Y
-1
0 20 40 60 80

dz/dt
ds/dt

FIGURE 7. Comparison between the transmitted signgly and
s(t): a) temporal chaotic signalt), b) temporal improved chaotic
signal s(t), c) autocorrelation of(t), d) autocorrelation of(¢),
e) frequency spectrum aof(t), f) frequency spectrum of(t), g)
phase-portrait(t) vs 2(t), and h) phase-portrai{(t) vs s(¢).

synchronization betweeR; and X»1, b) original audio message
m(t), c) transmitted chaotic signal¢), d) recovered audio mes-
sagem/(t), and e) signal erroem(t) between original and recov-
ered audio messages.

shows the autocorrelation of signglt) and Fig. 7d) the au-
tocorrelation of signak(t), notice that the autocorrelation of
s(t) is smaller than for the case oft), therefore the dy-
namics ofs(t) are richer. For frequency spectrum, here we
will evaluate quantitatively the dynamics eft) ands(t) by
calculating the spectral wealth (SW). Figure 7e) shows the
frequency spectrum af(t) with SW = 0.696% and Fig. 7f)
the frequency spectrum af(t) with SW = 18.892%; the
signal s(t) has greater SW than(t) indicating that the dy-
namics ofs(¢) are richer. Finally, the comparison between
z(t) ands(t) is given in phase space, by plotting the signals
z(t) versusz(t) ands(t) versuss(t), called chaotic attractors
as was done in Ref. 38. Figure 7g) depicts the chaotic attrac-
tor from z(t) and Fig. 7h) the chaotic attractor fras¢). In
this case, we can see feft) corresponds to an attractor with
larger area in phase space in comparison with the attractor for
z(t). Indicating again that the dynamics &) are richer.

From this comparative analysis between the transmitted
chaotic signals(¢) ands(t), we can say that by adding the
encryption functionr to COCS, the transmitted chaotic sig-

In the sequel, we make a comparative analysis for botal resultings(¢) is a more complex signdle. the signak(t)

transmitted chaotic signalgt) andz(¢) by using some mea-

is more “chaotic” than signai(t); as a result, we will have

surement tools that are used in chaos theory to show that thgeater security in the encrypted audio transmission with IC-
transmitted chaotig(t) generates by ICOCS is more com- OCS. Of course, a complete analysis on the security of the
plex thatz(t); therefore, it is more convenient its usage in encrypted audio transmission with ICOCS is necessary, but
chaotic optical communications. will be given in elsewhere.

Figure 7 illustrates the transmitted temporal chaotic sig-
nals: a)z(t) and b)s(t) generate by COCS and ICOCS, re-
spectively. Firstly, we can see thet) has greater amplitude 6.  Encrypted audio transmission based on ro-
that z(¢) and appears to more complex. In order to demon-  bust synchronization of chaotic Nd:YAG
strate this affirmation, we compare the transmitted chaotic lasers
signalsz(t) ands(t) through the autocorrelation, frequency
spectrum, and phase portrait. Figure 7 shows the results éfinally, we show that synchronization of chaotic Nd:YAG
the comparison between the signalg) and s(¢); Fig. 7¢c)  lasers isrobustwith respect to variations in parameters of
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master and slave chaotic Nd:YAG lasers, and to additivdrom the original value, and when the signal-to-noise ratio
channel noise. When there are some variations in the paraméNR) considered is 20.26 dB.

ter values of master and slave Nd:YAG lasers (and/or channel

noise), the synchronization is only approximate. That is, th
slave Nd:YAG laser (24)-(25) achievapproximate synchro-
nizationof level p with the master Nd:Yag laser (22)-(23), if
there exists a constant> 0, such that

E'7. Conclusions

In this paper, based on robust chaotic synchronization of
Nd:YAG lasers, we have proposed a chaotic optical com-
lex (B)] < p, Vt>T, (31)  munication scheme (ICOCS) to encode, transmit, and de-
code audio confidential messages, when parameter mismatch
and channel noise are present. The ICOCS was obtained by
adding a nonlinear encryption function as reported in Ref.

hization timef2]. e 40; as a result, we have achieved a transmitted chaotic signal
We evaluate the encrypted transmission pen‘ormanc?nore complex

when the parameter values were altered, and determine the We have invoked recent results from complex systems

intervals of variation where is possible still to recover thetheory to achieved chaos synchronization of Nd:YAG lasers.

confidential audio informatiom(t). Moreover, we show the Thanks to this robust synchronization property, the encrypted

ffects of the additive channel noi n the information recov- .. .
etiects o dditive €lnoise ontheinfo ON reCoVy, 2 nsmission and recovery of audio messages were success:

ery. The analysis of robustness is important since the laser |
have differences between them, one can not find two identicaiJ '

L The significance of this study is because the lasers in

lasers that have exactly the same intrinsic parameters, andthe_ .~ " ; . .
g o ractical implementation are different, due to aging of phys-
presence of noise in the transmission channel. Therefore, t0

; . o iCal components, uncertainties, and other perturbations. So,

ensure the robustness of optical chaotic communication sys:; . :
. -This work has been shown that the proposed ICOCS is robust
tem (ICOCS) previously presented, the performance of audig . : .
) . and show a great potential for actual optical communication
recovery for different levels of parameter mismatch between

T andR, and noise in the channel is presentéde illustrate systems in which the encoding is required to be secure. Of

. : imufeurse, a complete analysis on the security of the encrypted

the effects of parameter mismatch and channel noise simul-"". o . . 4
i o : audio transmission for ICOCS is necessary, but will be given

taneously on the encoding, transmission, and decoding of thlﬁ elsewhere
audio message in ICOCS, it is shown in Fig. 8: a) chaotic '
synchronization betweeK;; and X, b) the original audio
messagen(t), ¢) the transmitted chaotic signa(t), d) the  Acknowledgments
recovered audio messagé(t), and elem(t) the signal error
betweenm(t) andm/(t). From this figure we can appreci- This work was supported by the CONACYT,&ico under
ate that the original audio message is recovered satisfactorilgesearch Grant Nos. 166654 and 166039, and by the UABC,

with the variation of each parametey a1, v, Ap) 10%  México under Research Grant No. 474,

wherep > 0 is a constant of the synchronization error
e(t) = X11 (t) — Xo1 (t) andr is the approximatsynchro-
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